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Abstract

Statistical methods provide a principled means for solving nmg types of prob-
lems which require the estimation of missing or uncertain inforation. This dis-
sertation discusses methods for adapting statistical models to &ages, sounds and
other types of signals for applications in image and signal pressing. Wavelets
provide a multi-scale representation which has been shown to bell suited for
describing many naturally occurring signals. These are typidgl designed by
hand based on certain mathematical properties and may not aelve the best
match to the data. We describe an approach for using an overcofafe wavelet
framework as part of a generative statistical model with a sparg&ior placed on
the wavelet coezcients. The wavelet functions are adapted to given dataset
by maximizing the average log likelihood of the model. Thisidemonstrated for
natural images, sounds, and EEG data. The learned representai®are shown to
have a higher degree of sparsity than other wavelet bases. Thist&#cal frame-
work also provides a principled approach for performing cexin types of signal
estimation, such as denoising, in terms of a statistical infereagrocess. We ex-
plore two inference methods for the overcomplete wavelet els presented: A
Gibbs sampling method, and a greedy optimization procedurenwn as matching
pursuit. We also demonstrate how a statistical model may be apptido a form of
secure information hiding, known as steganography, in whiclné objective is to
hide information in an image or some other media so that it canhde detected
without a cryptographic \key". This model-based approach povides a means
for maximizing the capacity of stored information while obt&ing provably se-
cure steganography insofar as the model is accurate. Using thigtmodology, a
steganography method is proposed for JPEG images which acl@svhigher em-
bedding exciency and message capacity than previous methods,il@remaining
secure against rst order statistical attacks. Methods for applyig statistical
models for steganalysis, the art of detecting steganographic ssages, are also
presented.
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Chapter 1

Introduction

We are continually immersed in a sea of naturally occurring sigis produced
by our environment. Every moment, our brain processes these \naal" signals
in order to make sense of the events taking place around us. Imagsounds, and
other sensations are continuously fed to our brain through ouremvous system.
In order to interact with our world, these signals must be procesdeand related
to the ongoing sequence of events in our environment. The speadcuracy, and
apparent ease by which the brain interprets this sensory data mdead us to
assume that this is a trivial task. In fact, we rarely need to conder that this
type of signal processing is going on at all. Because most of thi®pessing occurs
below the level of conscious thought, it is natural to assume thanformation
comes to us already explained in terms of things in our worlénd that relating

the sensory input to objects in our environment is a trivial task

Decades of scienti ¢ research into computer vision and signal pessing have
taught us that this is not at all the case, however. The cohesivpicture we
maintain of our environment does not come without much comgk analysis.

Noisy and ambiguous data streams must rst be interpreted and glugdgether to



produce a cohesive picture of our world. Missing or noisy data mulse inferred,
and the brain must choose from many possible explanations whickeats are
responsible for giving rise to these raw signals. How this computati takes place
in the brain is still largely a mystery, pieces of which we haventy started to
understand. We are even further from being able to recreateithprocess in order

to match the signal processing capabilities of the brain.

Were we able to interpret natural signals to this degree, the®ects would
be staggering. Human-machine interaction would truly be revwationized. Peo-
ple could be automatically and accurately identi ed from th& appearance and
speech. Speech recognition would no longer be restricted togdenwords, or be
speaker dependent. Machines could understand gestures anddbexpressions.
Faces could be accurately picked out of a crowd by computerthout error. Ma-
chines could allow the blind or deaf to \see" or \hear" what is ging on around
them by intepreting these events into speech or images. Biomedi neural in-
terfaces could possibly be designed to allow them to experiertbese sensations
directly. Multimedia streams would be compressible far beyonathat is currently
possible, supporting the constant demand for information fromoiday's high-tech
mobile world. Images, video and text could be searched based amtent and
meaning, rather than only by keywords and Tenames. Robots waibe able to
navigate and manipulate complex environments, revolutioring industry, mod-
ern convenience and possibly even transportation. These are Yol few of the

many possibilities.

While some of these technologies exist today in a rudimentaryrfo, they are
generally quite limited and error prone and not able to handl the complexity
of real-world data or to interpret signals to the level of abstiction necessary to

accurately identify meaningful events. For example, to regmize objects it is



necessary to rst estimate and compensate for the speci ¢ viewpoima lighting
conditions, and variations of the same type of object such as imlor, size or
form. Current object recognition methods are usually restrted to locating two
dimensional patterns rather than reconstructing and matchig three dimensional
shapes. For those that estimate shape, they are subject to signi calithitations
in lighting conditions, surface properties or viewpoints. Fospeech, it is necessary
to take into account di®erent accoustical properties of the om, background
noise, separate multiple speakers, and distinguish speaker spechamcteristics
such as gender, age, regional accents or whether a person hasld, drom the
phonetic information being uttered. Current methods for spech recognition are

still far from achieving this level of accuracy.

One reason these tasks have proven to be so ditcult is because intetpg
the causes of real-world signals is an ill-posed problem. Foryagiven signal
there can be many explanations, some of which are more likelyath others. For
images, for example, the true causes of the data are surfaces,ealg, and light
sources in three spatial dimensions which are projected onto B plane. For any
image, there are an in nite number of 3D explanations. Traditinal approaches
for obtaining more meaningful representations of signals eft take the form of
feedforward computations, performing a xed series of operatis on a signal in
order to produce a new output signal. Linear transforms and tiesholding opera-
tions are examples of such feedforward approaches. While tshorms account for
certain types of statistical dependencies present in the sign#tis direct approach
has clear limitations. While it is possible in theory to accomgh any arbitrary
computation on a signal using combinations of transforms and niknear opera-
tions, it is not clear how to design such a system or select the transfios and

operations to use. Additionally, this approach is fundamentlyy unsuited to han-



dling the types of ambiguities that are present in natural sigals. In many cases,
multiple descriptions may provide an equally good t to the daa. Deterministic
‘Ttering approaches which accept an input signal and produce single output
cannot simultaneously entertain multiple possibilities whichneed to be disam-
biguated. Also, the complexity of solving perceptual tasks in sha feedforward
manner may be too prohibitive, as it requires a mapping betwea every signal

that could be encountered and its most probable explanation.

On the other hand, describing the process by which many signalseagener-
ated, up to some approximation, appears more managable. Wditomputing this
generative function is not necessarily any less dixcult, theresireason to believe
that excient means of computing such a function will exist for naurally occur-
ring signals in terms of the actual processes by which they werergrated, or by
a simpli ed approximation of these processes. The cost of computiag expla-
nation for a signal can then be spread out over an iterative seérprocess where
candidate explanations for a signal are identi ed and compadebefore reaching
a conclusion regarding the causes of the signal. For a biolodisgstem, in which
signals are temporally related and decisions often must be made incomplete
information, this process provides a natural way to use initiapossibly less accu-
rate, hypotheses until later information is obtained which an determine which
hypothesis is correct. At each point in time the current hypdtesis needs only
to be re ned, rather than having to compute a complete analysiat every step.
In this manner, a working model of the world can be generatedhd updated
over time, and current events can be related to and predictedy past events.
The primary dixculty with using generative methods for signal aalysis is that
while a generative model provides a straightforward presctipn for generating

the data, it may be intractable, depending on the model, to awrately estimate



the modeled \causes" of a particular signal. The challenge, thefore, is to select

a model for which known algorithms allow these \causes" to be iafred.

In this thesis, | describe statistical methods based on this gendiree modeling
approach. While recreating the brain's perceptual abiligs in order to solve the
problems previously mentioned is beyond from the scope of tlpaper, the intent
here is to further develop the generative modeling approaatsing models which
are simple enough to explore these ideas, yet still accurate egbuo be of some
use for image and signal processing applications. It is hoped titats exploration
will aid in the future development of inference methods for ore powerful models
for these types of signals. The next sections provide a more mathatical basis
and background for these concepts and introduces concepte@gsary to describe

the speci ¢ approaches taken in this thesis.

1.1 Generative models

According to one theory, the brain accomplishes perceptualgks through an
iterative process, using a generative statistical model of its @nonment to infer
the most probable causes of each signal. A generative model assigrobabilities
to data in terms of how the data may have been generated from amtial set of
parameters referred to as \causes" of the data. Speci cally, €a data instance

D is assumed to be generated by a functidn of unknown cause£ plus noisen:

D=f(C)+n (1.1)

The causesC are assumed to be distributed according to some speci ed prior
distribution P(C). An interpretation, or explanation, of a given signalD thus

amounts to a particular assignment of the cause§€. The probability for the

5



signal can be speci ed by summing over the likelihood®(D|jC) for all possible
causes, weighted by the prior probability of each interpretabn:

P(D)= X P(DjC) P(C) (1.2)
c

To infer the most probable explanation for a given input signalcompeting

interpretations can be weighed according to their likelihed under the model:

P(CjD)/ P(DjC) P(C) (1.3)

Information collected about the environment is incorporatd into the gener-
ative model in the form of the functionf , and the priors over the causes? (C),
each of which may be parameterized and those parameters adaghto the struc-
ture of the data. This statistical framework thus provides a pincipled approach
for reasoning about novel signals by using top-down informatiopreviously ob-
tained from the same environment. The primary goal of this diss&@tion is to
demonstrate how to apply this statistical framework to problema in image and

signal processing.

Given the complexity of naturally occuring signals, obtainig the correct sta-
tistical model for those signals might seem a hopeless task. Unsupsed learning
methods, however, provide a promising approach which avoidee necessity of
having explicit training information with which to select the correct model. These
methods provide a means for adapting a statistical model based mformation-
theoretic principles, such as minimizing the Kullback-Leildr (KL) divergence
between the distribution over signals generated by the modehd the distribu-
tion over signals taken from the environment. One such methodhich provides

a primary focus for this dissertation is known as sparse coding4[2



1.2 Sparse coding

Sparse coding refers to the process of modeling data as geredtaty a linear
superposition of basis functions having \sparse" distributionsharacterized as
being peaked at zero with heavy tails. Thus, it is assumed that aryiven signal
may be usually described in terms of only a small number of basisnfitions,
which are considered to be the statistically independent causefkthe signal. The
basis functions, as well as the exact shape of the sparse distrilouts, are tto a
set of signals by maximizing the model likelihood for the data seSparse coding
is well suited to situations where there may be noise added to tkggnals, or where
the dimensionality of the model parameters is greater than thdimensionality of
the signals. This generative modeling approach provides a peipled framework
for dealing with a variety of inverse problems commonly faced signal analysis,
such as deconvolution or denoising, by inserting into the geragive model the
appropriate distortions or transformations which are assumedthave occurred

to the signal.

Each observed instance of a signal is assumed to be generated by a linear
superposition of basis functions which are columns of &h by M weight matrix

A, with the addition of Gaussian noisen:
X=As+n (1.4)

wherex is an N -element signal vector, ands is an M -element vector represent-
ing the assumed statistically independent and sparse sources of gignal. The
probability of generating a signalx, given a source vectos and assumingi.i.d.
Gaussian noisen (with variance 1=, ), is

P(xisi ) = et A (1.5)

s N

7



where 1 denotes the parameters of the model and includes and A, as well as

parameters for the priorP (s).

While currently limited to linear generative models, sparse abing provides a
“rst step towards more advanced models in the form of a generagéiframework
for modeling data in terms of statistically independent compeents. Prior work
in sparse coding and ICA has been limited to working with small bcks of data,
however, as the existing algorithms are not easily scaled to ¢gar dimensionality.
This limits their usefulness for image coding applications, gsrocessing images
in managably sized blocks introduces artifacts at block bodaries and fails to
capture statistical dependencies between blocks. Chapters 2da3 demonstrate
how the sparse coding framework can be applied to larger imagssunds and
other signals exciently by means of a wavelet Iter bank parametization of
the basis functions. It is hoped that extending the sparse codirffgamework in
this manner will pave the way for the development of more adwaed generative
models for these types of data, such models of images which @i}y represent

contours or surfaces.

1.2.1 Priors

Each elements; of the source vectors is assumed to be drawn from a prior
distribution which is sparse. There is some latitude regardinghe exact form
of the prior. Ideally, the chosen prior should match the actuatlistribution of
sources, assuming the model accurately describes the process bghvthe signals
were actually generated. In practice, di®erent priors hawna variety of sparse
forms have been shown to provide similar results in terms of thedrned basis

functions for natural images. The intuition behind choosing aparse distribution



for the sources is that it favors sources which have simple degtions, in terms
of having fewer signi cant valued components. Thus, it embrac&3ccam's razor,
which states that simpler descriptions are preferable to onelsat are unnecessarily
complex. Sparse distributions, having lower entropy, can alseltompressed into
fewer bits. Thus the sparse prior can be thought of as favoring mmal length

descriptions of the data.

The form of the prior distribution is assumed to be factorial andsparse:

P(s) = Y P(si) (1.6)
P(s) = Z—lsei S(si) (1.7)

where Zs is a normalizing constant referred to as the partition funcbn, and S
is a function that shapesP (s;) to have the requisite sparse form. Here asparse
distribution is loosely de ned to mean one that is peaked at zerwith heavy
tails, or has positive kurtosis. One possibility is to choose a Caucldistribution,

where

S(si) = log(1 + ( si=%?): (1.8)

This choice for S, being smooth and non-convex, has a certain advantage in
that it allows for gradient descent solutions when seeking to manize the pos-
terior distribution over the source componentsP(sjx). However, it does not
correspond well to known sparse distributions over wavelet coetents which are
better characterized by Laplacian or Generalized Laplaaiadistributions that are
more sharply peaked at zero. Additionally, if the representatn is highly over-
complete, having many more source components than signal caongnts, a more
optimal choice for the prior would assign a higher probabilitfor coexcients hav-
ing exact zero values. ldeally, one would like to impose a priarhich has a xed

cost for nonzero coezxcients, and is otherwise relatively ambilent about the



magnitude of nonzero values. Chapter 2 de nes a mixture prioonsisting of a
combination of a Delta function and a Gaussian, and describesvado adapt the
parameters of this prior in the context of a sparse model of natal images. This
Delta-plus-Gaussian mixture prior supports the intuitive noton that features are

either present or not present in an image.

1.2.2 Inference

Given a signalx, and a model, de ned by parameterg, source coezxcients
Si need to be inferred. If the representation is overcompletet @ noise has been
added to the signal, there will be more than one set of source coeeats that
could have been used to generate the data under the model. Theeg.cients s;
should provide good reconstruction of the signal subject to theariance of the
noise believed present in the signal, while being as probablepsssible given the
prior distribution over the coezxcients. Bayesian inference prades a principled
method for balancing these two constraints in order to select eacients which

are most likely for a given signal.

According to Bayes' Rule, the posterior distribution for a set of @etcients s

is de ned as

P (xjs; WP (sjK)

50 (1.9)

P(sjx; 1) =

To infer the most likely causes of a signal under the model, we dse a coef-
“cient vector 4 that maximizes the posterior, otherwise known as the maximum

a posteriori, or MAP estimate:

8§ = argmgxP(ij;u)
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arg mgx"P (Xjs; WP (s . (1.10)

5

n- . -2 X
2]X| Asjc+  S(s) (1.12)

arg mgn

whereS(s;) = i logP(s;), as de ned in equation 1.7.

Gradient descent

A local minimum may be found via gradient descent, provided # gradient
of the log of the prior is continuous and non-convex, which ithe case for the
Cauchy prior (see eqgs. 1.7,1.8). The problem is cast as an enengiyimization
problem, where the energ\E is de ned as the negative log posterior (equation

1.11):

— s N . 12 X
E = 21x| Asjc + S(si) (1.12)
i

Partial di®erentiation with respect to E yields the di®erential equation

@E

s / G
= ,nATej SYs) (1.13)
e = Xj As: (1.14)

There are a few problems that result from this approach. Gradnt descent
methods may not provide a global optimum if the solution spaceds multiple
local minima. Additionally, the form of the prior may be unsuitble for inferring
coezents that are highly sparse due to having an overcompletem@sentation. In
this situation, many coezcients should have exact zero valuesyd to the redun-
dancy in the representation. However, the Cauchy prior will rioappropriately
penalize nonzero coezxcients, resulting in many coezcients witbalues near zero

but not exactly zero. This can result in reduced exciency for ating applications.
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Gibbs sampling

Gradient descent methods for inference may be unstable if theg of the
prior is discontinuous or non-convex, which is generally thease for mixture
priors or priors having sharp peaks at zero. Convergence pteims may also
exist due to local minima in the posterior caused by the overcorsfeness of the
representation. One alternative is to sample from the posteriaising a Monte
Carlo approach. A Gibbs sampling method is presented in Chapt® which
simulates a Markov process in order to e®ectively sample from tBbelta-plus-
Gaussian prior previously mentioned. The Markov process is constted in order
to have a stationary distribution which matches the desired postior distribution.
In theory, the process must run inde nitely in order to obtain anunbiased sample.
In practice, however, a reasonable approximation can oftenebobtained after
relatively few iterations. If a MAP estimate is preferred, for ginal estimation
or coding applications, the sampling method can be combinedttvia simulated
annealing approach in which the posterior distribution is raed to a power %T.
T is generally referred to as théemperature when considering the analogy to
convergence brought about by cooling in physical systems. To elit an estimate
located near the maximum of the posteriorT is lowered gradually towards zero
during the iterative process. By this means, the nal sample can biee biased
towards the most likely solution while avoiding local maxima dations that might
be obtained ifT were lowered too quickly. In some cases, the mean of the posterior
may be preferred. For example, this minimizes the mean squdrerror of the
source estimate;js $§j2, which may be desirable for denoising with a Gaussian
noise model. In this case, an estimate of the posterior mean can ddg#ained by

averaging a number of samples take from the posterior using Gbkampling.
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A Gibbs sampling method for a mixture-of-Gaussians prior was esented in
[25] for adapting a basis function matrix for 8x8 image patclse This distribution
models each source coezxcient as belonging to one of two statethesi an inactive
state or an active state. The state of a coexcient is determined kg binary state
variable. A Gaussian distribution with large variance and zeronean is used to
model the values of coezcients in the active state, and a Gaussiavith rela-
tively small variance and zero mean is used to model inactive eetcients. Using
this model, Gibbs sampling is performed by iterating over thestate variables,
°ipping the state variables stochastically according to probabties derived from
the posterior. For each °ip, new values for the coezcients are pgputed very
quickly by use of the an inverse Hessian matrix. While this methodds been
shown to be successful for adapting basis functions for small imgogtches, the
method is not scalable to larger images due to the complexityf storing a large
Hessian matrix which cannot be compactly represented. In Chapt2, a method
is presented that overcomes these restrictions in order to perin Gibbs sampling
with a mixture model in a way that is easily scaled to images of grsize, without

requiring storage for a Hessian matrix.

Matching pursuit

One problem with Gibbs sampling methods is that they require any it-
erations in order to exact a single sample, and thus may be contptionally
prohibitive. As with gradient descent methods, they are also subgt to some
problems with local minima, so that in some cases an unbiased samfilom the
desired distribution may be unobtainable within a reasonablemaount of time.
Chapter 3 presents an alternative method of inference in theontext of 1D au-

dio signals known asmatching pursuit Matching pursuit is a greedy method
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introduced by Mallat and Zhang for decomposing a signal into anlear set of
waveforms selected from a overcomplete dictionary of funohis [22]. Initially,
the coezxcientss; are set to zero, and the optimization repeats this procedure/b
selecting the basis function at each iteration whose absolutenier product with
the remaining residual kj As) is maximal. The coexcient corresponding to that
basis function is adjusted to maximally reduce the squared residl using that
basis function, and the optimization proceeds in this manneuntil a tolerance

value is reached.

While matching pursuit may be faster than Gibbs sampling, the stadard
method proposed by Mallat still has considerable complexity. df a Gabor dic-
tionary of sizeN logN, each iteration requiresO(N logN) computations, since
at each iteration the inner products for each function are copared in order to
“nd the one with maximum magnitude. Assuming that the number of cezcients
needed to accurately represent the signal is proportional tdvé dimensionality of
the signal, the total cost of the decomposition is thu®©(N?logN). In Chapter
3, an implementation of matching pursuit is presented for a ¢ of dictionaries
generated from wavelet Tter banks that has a reduced total coplexity of only
O(N logN) by making use of the special structure of the wavelet dictionaes,

and by performing separate optimizations for each multi-refation scale.

Besides matching pursuit, several other non-linear methodsrfeelecting sig-
nal representations for overcomplete wavelet dictionaridseave been proposed. A
similar algorithm was proposed for Gabor dictionaries by Qiamand Chen [28].
The basis pursuitmethod of Chen and Donoho selects the representation that
minimizes the ' vector norm P jsij of the coezxcients [29]. Although the basis
pursuit method is not presented in a probabilistic framework, e ! objective

can be seen as a MAP estimator for Laplacian distributed sources. Hover,
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this assumed model does not account for noise in the signal, andynmet always
obtain representations that are suitably sparse for highly oveomplete represen-
tations. In some situations, minimizing the'! norm also provides the optimally
sparse solution in terms of maximizing the number of coexcientsith absolute
zero values. However, this is not guaranteed to be the case in gal. Other
methods for obtaining decompositions with overcomplete dionaries include the

method of frameq12], and thebest orthogonal basimethod [8].

None of these methods, including matching pursuit, make use of arpécit
probabilistic model, and thus do not provide a means of adapiy the basis, con-
sidering the e®ect of noise in the input signal, or making use of @rs. Also,
some of these methods can only be used with speci ¢ dictionaries, pdace re-
strictions such as orthogonality on the selected representatio The matching
pursuit algorithm presented in chapter 3 is based on the one presed by Mallat
and Zhang, but corrects these problem by means of an explicitasistical model.
In this context, we show that the matching pursuit algorithm can be seen as an
approximation to a MAP estimate when the prior over the coezxciets assigns a
high probability for coexcients with absolute zero values buis relatively ambiva-
lent about the magnitudes of nonzero coexcients, such as a mixeudistribution
consisting of a delta function and a uniform distribution. Mat®ing pursuit can
be applied to any dictionary, making it an ideal choice whenhie dictionary is to

be 't to the data.

1.2.3 Learning

A primary advantage of this statistical framework is that it provides a princi-

pled method for adapting bases to be optimal for describing a gicular class of
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signals. The model parameterg, including the basis functionsA and parameters
which determine the form of the prior, can be adapted by maxirning the average

log likelihood of the model for a given set of signals:

L = HogP (xjpi (1.15)

It can be shown that by maximizingL, the KL divergenceD, (pjjq) between
the true density p and the model densityq = P(Xju) is also minimized, thus

lowering the bound on the average description length for sigisaunder the model,

since
X
H@ = i p(x)logg(x) (1.16)
_ X p(x) . X 1
= ) p(x)log@+ ) p(x)Iogﬁ (2.17)
= Dk (Piig) + H(p) (1.18)

whereH (g) is a lower bound on the average description length of signalsagvn

from the true distribution p and encoded using the modeq [21].

The model distribution P(xju) can be obtained by marginalizing over the
internal statess:
z
PXjW = P(xjs;) P(sjl) ds (1.19)
Update rules for the model parameters can be obtained by di®etiation with

respect toL. For example, the basis functions may adapted by the followgn

update rule, as described in [21]:

@, A
= .n .n €' sP(six;wds : (1.20)

whereé = xj AS.
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The integral in equation 1.20 may be estimated by averaging ¢hquantity
e’ s while sampling from the posteriorP (sjx; 1), or approximated with a MAP
estimate as described above. The MAP estimation has been shown ®duitable
in some cases for adapting the basis functions [24], but req@ireome corrective
steps to normalize the basis functions. This normalization isecessary due to a
consistent bias towards trivially sparse representations (ali = 0) when using

the MAP estimate [24].

1.2.4 Relation to other methods

The relationship of sparse coding to other methods of analysisrche seen by
comparing them in terms of their assumed generative models. Recipal Compo-
nents Analysis (PCA), Independent Components Analysis (PCA), Fdor Analy-
sis (FA), and Sparse Coding (SC) all model data in terms of lineamomponents.
Figure 1.1 illustrates the relationships between the variousiethods. Both PCA
and ICA make the assumption that there is no noise added to the sigh(n = 0),
and that the mixing matrix A is square N = M). PCA models the sources
as Gaussian, thus tting a multidimensional Gaussian model to theata. The
standard ICA approach, on the other hand, can be viewed as usiaggenerative
model with sparse sources, which are assumed to be statistically ipgéadent.
Unlike PCA, therefore, ICA can be used to nd source components wdfi are
non-orthogonal, provided that the marginal distributions @wer the actual sources

are suzxciently sparse.

Sparse Coding (SC) and Factor Analysis (FA) both consider the casenere
noise has been added to the signal, and generally model thiss®using as Gaus-

sian distributed. Factor Analysis, like PCA, models the sources asddssian,
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while Sparse Coding, like ICA, models the sources as sparse andistadally in-
dependent. Unlike ICA, however, the sparse coding method can bgea to model
more sources than signal dimensionsM(> N ), and noise which may have been

added to the signal.

1.3 Wavelets

Current image and signal processing methods often employ wastetiecom-
positions in order to obtain multi-scale representations whic are amenable to
further processing. A wavelet decomposition, illustrated herm one dimension,
represents a functionf in terms of a set of waveforms that are generated from a

mother waveletfunction A(t) by changes in scale and translation:

212, 1 - Mt u' o ods
f(t) = 9 p=A 1 — du— 1.21
= au9pA == dug (1.21)
X=As+n
No noise Gaussian
(n=0) noise

Gaussian Sparse Gaussian Sparse
sources sources sources source
PCA ICA FA SC

Figure 1.1. Relationship of Principal Components Analysis (P&), Independent
Components Analysis (ICA), Factor Analysis (FA), and Sparse CodingSC) in

terms of their assumed generative models.
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whereg(u; s) is the wavelet transformof a signalf at the scales and positionu,
and can be computed by correlating with the generated wavelets:
Z1 1 Hegoul
guis)=  f()pA =

dt: (1.22)

The term waveletis generally taken to mean that the generatoA is well localized
and oscillating, hence a small wave. This may be more rigorouslg ned in terms

of some numbem of vanishing momentdor which:
Z 1 -
t“A(t)dt=0 for 0- k<n: (1.23)
il
For practical purposes, wavelet transforms are similarly de nedver discrete
sequences. Invertible Tter banks provide an excient means of eguting these

transforms by recursively Ttering and subsampling the signal.

When applied to images and many other types of signals, wavelepresenta-
tions have been shown to have sparse distributions which are wsllited for data
compression. When the wavelet functions are well matched todhstructure of
the signal, thresholding the wavelet transform and invertings an e®ective way
to reduce noise present in the signal, a technique known as \aagi' or \wavelet
shrinkage". Because the wavelet functions smoothly overlaphresholding the
wavelet coexcients does not produce \blocking" artifacts ammon to methods
which segment the data and process each block independentlyaWlets provide
a powerful and elegant way to describe data which is well chatarized by a
linear combination of events which are well localized in bbtfrequency and time

(or space) and which are self-similar across position and scale.

Despite these advantages to wavelets, certain questions regaglthe use and
design of wavelets remain unanswered. For example, it is noeal how to choose

the optimal wavelet for a particular application. Countlessfamilies of wavelet
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decompositions have been constructed to satisfy certain mathetital properties,
but their e®ectiveness for speci ¢ image classes has been left tpeital testing.
Most of these have been developed for 1D signals and are not besteslifor
images or signals of higher dimensionality. Of the directiohaavelets that have
been designed for 2D, which are most suited for describing the geal class of
natural scenes, or to speci ¢ sub-classes of natural scenes? Can oglityn be
determined? Overcomplete representations, which have morawelet coexcients
in the representation than image pixels, have been shown to be rae®ective at
denoising in terms of mean squared error and introduce fewertiwable artifacts.
However, how can one threshold optimally in a non-orthogonakpresentation?

How can one apply wavelets to solve inverse problems such as degotution?

In this dissertation, | show that these questions can be addressedhun the
statistical framework described above, which is described intdé in chapters 2
and 3 and applied to images and audio signals. Instead of considgra wavelet
as a feedforward transform, the wavelet bases are taken to berfpaf a linear
generative model. By assuming a sparse prior over the wavelet oents, the
wavelet generator functions ( Tter banks) may be adapted by mahing the image
model to the statistical structure of a given dataset. Thus, an ojtnal discrete
wavelet basis or overcomplete dictionary can be determinedrfa given class of

data, within the assumed wavelet self-similarity and sampling tidce constraints.

This statistical framework also provides an intuitive understading for why
thresholding a wavelet representation is e®ective for denoigjrsince with a Gaus-
sian noise model and an orthogonal basis the mean posterior estienid equivalent
to a soft-threshold or coring operation[30]. Thus, thresholdghmay be viewed as
a type of inference. Similarly, even if the wavelet functieare non-orthogonal,

the generative modeling framework still allows us to pose daemg and other
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problems as ones of inference. While exact solutions may ndtvays be ezx-
ciently obtained, this provides a principled approach for $aing them which may

lead to reasonable approximations.

1.4 Information Hiding

For some problems, it is less clear how to apply statistical moddisr optimal
solutions. One interesting area involves the hiding or detecim of information
within certain types of media. Information hiding general falls under two main
categories:digital watermarking and steganography Digital watermarks are gen-
erally used for authentication or data rights management in rder to protect
copyrighted material. Steganography is used for hidden conumication, and has
the goal of communication without detection. Steganalysiss the art or science
of detecting the presence of hidden messages. The data in whicformation is

hidden is referred to as thecover.

Digital watermarking and steganography have di®erent objaees. Figure
1.2 shows a pictoral representation of the relationship betwedour competing
objectives common to information hiding problemsundetectability, capacity, ro-
bustnessand quality. Capacity refers to the amount of information that can be
hidden in a given sized coverpbustnesgo how dixcult it is to remove the infor-
mation without rendering the cover unusableundetectabilityto how hard it is to
detect the presence of the hidden information, anquality to how little distortion
is incurred in the cover data. These objectives form the correof a tetrahe-
dron, with possible trade-o® points existing at all points withn its volume. In
steganography, the goal is to maximize capacity while avoitty detection. For

digital watermarking applications, the goal is usually to hi@ information so that
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it is as robust as possible while avoiding adding noticable distmn to the cover.

If the distribution of stego objectssignals containing embedded messages, is
measurably di®erent than the distribution over non-stego objes; detection is
possible. This forms the basis for an information theoretic deition of stegano-
graphic security proposed by Cachin [5] which de nes the uses tké divergence
between the two distributions as a security measure. If the KL dergence between
the distributions over stego and non-stego objects is zero, theethod is perfectly
secure. Steganography methods usually embed messages in thst Isigni cant
bits of the coezcients used to represent the cover message, or bgrementing or
decrementing the coezcients in small amounts. Arbitrary embeddg methods
are likely to alter the statistical properties of the cover, mking it possible for an
attacker to detect the hidden message. Only by carefully moded the statistical

properties of the cover media, and by making sure these statigiare maintained
Capacity

Steganography

Undetectability

Rdoustness
Digital Watermaiking Quality

Figure 1.2. A pictoral representation of information hidingproblems. Points
of the tetrahedron represent basic competing objectives, foing a volume of
possible trade-o® points in which steganography and digital veamarking exist

as points on di®erent faces of the tetrahedron.
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by the embedding method, can one ensure that certain featureannot be used

to detect the hidden messages.

1.5 Outline of Dissertation

This dissertation is organized as follows. Chapter 2 describes avercom-
plete wavelet image model using a Delta-plus-Gaussian prior, dallemonstrates
a Gibbs sampling method for sampling from the resulting postenio The wavelet
model is adapted to a set of natural images, and the model is tedtéo verify
how it performs in terms of sparsity of the representations, anchiterms of mean
square error for denoising applications. Chapter 3 describes awelet frame-
work which can be applied to audio and other 1D signals, and imdduces a fast
matching pursuit algorithm within the context of an overcompete wavelet dictio-
nary. The resulting wavelet basis adapted using matching purdupon a database
of nature recordings is shown. Wavelet functions are learnddr several resolu-
tions, showing that the sounds are not entirely self-similar acss scale. A set
of shiftable functions are learned for multichannel EEG (et#roencephalograph)
data, using matching pursuit with a non-negative constraint aplied to the coef-
“cients. These functions are shifted, but not rescaled, to compse the basis set.
The resulting functions capture dependencies across time aslvas across chan-
nels, unlike previous approaches for applying ICA to EEG whiconly capture

dependencies across channels.

The inference methods described in Chapters 2 and 3 can be apglto a wide
variety of inverse problems with only minor alteration to thegenerative model.
Not all data analysis problems can be posed in terms of inferensgh a statistical

model, however. Chapter 4 describes a methodology for applgistatistical mod-
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els to a di®erent class of problems in the area of informationdmg. A statistical
approach is presented for performing steganography and steghysis, showing
how a statistical model of the cover media can be used to hide infeation, or
detect whether information is hidden. The proposed stegan@aphy method en-
sures perfect security in the Cachin sense, to the degree that tassumed model
is correct, while maximizing the amount of information thatcan be hidden. Due
to the related nature of the problems, the framework may also ke important
implications for digital watermarking. Methods are demonstted for performing
steganography and steganalysis in JPEG images using this motelsed approach
and are shown to outperform existing methods. In Chapter 5, theoatributions
presented are brie°y summarized and implications and conclus®based on these

results are discussed.
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Chapter 2

Adapting Wavelets to Natural

Images

This chapter is focused on characterizing statistical pattesifound in so-
called \natural" images, i.e. photographic scenes taken frorthe real world.
Here, the term \natural" is used only to distinguish between phatgraphic images
and those images which are generated by human or machine, suchimages
of text or of graphical designs. We do not make the distinction lme between
photographs of man-made versus natural objects, since it is eqied that the
statistical properties measured here will be common to both. Ht said, the
experiments in this chapter use images of trees, landscapes, amitdlife and

contain very few man-made structures.

Considering the enormous variety of natural scenes, it may seenrusing
that they have any predictable structure whatsoever. Photogphic images can
contain practically anything, it seems, so how could one predianything about

them? If one examines a number of these images closely, howgiteis evident
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that there are indeed predictable qualities, or features, todfound even within
such a large class of data. For example, one may notice that ackmt pixels
in an image often have very similar values. This can be quanti echathemati-
cally by measuring the correlation between pairs of pixels \xss an image, for a
given relative distance, revealing a high degree of corrala for pairs of pixels
positioned close to each other. Additional inspection may reviethat changes in

image intensity frequently occur along oriented edges.

These initial observations represent only a small fraction of #hstructure that
is present in images. If one generates arti cial images contaig only these
statistical qualities, they still appear much di®erent from reagnizable scenes.
Not only do natural images contain predictable features, thewre laden with
these predictable properties. In fact, out of all of the possiblenages one could
create, only a very few have the many special properties thatowld cause it to be
recognized as a real-world image. Imagine creating imagesandom by choosing
random pixel values one at a time. Even for very small images, @could spend a
lifetime repeating the process without ever generating a regnizable scene. This
demonstrates that there is far less that is unpredictable aboan image than one

might at rst realize.

The challenge is to characterize, or model, these predictabtualities. By
modeling the statistical regularities present in images, we capply this knowl-
edge to practically any image processing application. For exyple, in order to
compress an image into as few bits as possible without signi canegeeptible loss
of quality, it is necessary to reduce the amount of redundant farmation being
stored. Information that can be predicted by the model does nhaoeed to be
transmitted, since it can be regenerated using the same model whbe image is

decoded. Statistical models can also be used to improve the dtyabf an image,
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by identifying irregularities that are likely due to measurenent errors, or noise.
The ability to separate noise, or various forms of distortion,rém the original

image is a key step in many types of image analysis. ldentifyingmponents in
the data, such as edges and textures, can allow for an image todsgmented into
parts and represents a rst step in some object recognition schemesven the

problem of hiding or detecting hidden information in imagessuch as watermarks
or secret communication, can be solved using an appropriate iggmodel. This

problem is discussed in detail in chapter 4.

One can model certain types of statistical regularities by selng an appro-
priate representation for the data. While the standard pixel epresentation is
a necessary format for viewing an image properly, it is poorly ged for com-
pression and most image processing applications. This is becauseloes not
make explicit the features, or frequently occurring patters, which are present in
the image. Thus, if pixels are changed independently from daother, they will
produce noisy artifacts, or if they are encoded independentlyom each other,
dependencies between coezxcients will not be taken into aceduor maximum
compression. The ideal representation for a class of data deseshthe data in
terms of a statistically independent set of features, rather thapixels. Com-
plete statistical independence is not practically achievab) however. If it were,
all of the statistical structure contained in images would be aounted for in
the representation, making perfect compression and image rgadion possible.
In practice, the goal is to select a representation which makesplicit certain

components of the data which are as independent as possible.

This thesis is concerned primarily with image representatianwhich are lin-
ear, meaning that they represent images in terms of a linear segposition of

functions which we will refer to asbasis functions Describing images in terms
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of linear components is a vast over-simpli cation and can modehly a small set
of the statistical properties of images. However, linear modeferm a starting

point which is just simple enough for exploring the generativenodeling frame-
work, and have already been shown to be of use in characterizisgme kinds
of image structure. For instance, linear representations sucts éhe discrete co-
sine transform (DCT) and discrete wavelet transforms (DWT) are sed for most
image compression standards today, including the JPEG (Jointi€ure Experts

Group) and the newer JPEG2000 standards. The set of basis funct® which
form the representation is referred to as théasis For sake of simplicity and
lack of more accepted terminology, the termbasisand basis functionare used
whether or not the representation is orthogonal, and thus mayot be strictly

considered abasis

In the case of the Fourier or DCT basis, for example, the basis fummns are
sine waves of varying frequency. While Fourier componentseadecorrelated for
natural scenes, the basis functions (continuous sine waves) da ascount well
for the localized and oriented structure present in images. Irraer to describe a
feature which is localized in an image, such as an edge, manyfer coexcients
having large amplitudes are required. For this reason, waet$, having basis
functions which are localized in position and frequency, havween shown to be
very useful for describing images using only a few \active" badignctions (having
large amplitude coexcients). Additionally, wavelet functiors are self-similar, and
scaled so that there are the same number of each type of functioheach spatial
scale. This type ofmulti-scalerepresentation assumes a form of scale invariance of
image structure which is well suited for images in which objestmay be arbitrary
distances from the camera. In reality, however, the statisticef natural images

are only approximately scale invariant. Systematic di®erensdnave been shown

28



to exist across scales for most images, which can be used to di®eatatbetween
broad classes of images such as indoor and outdoor scenes. Sucheh@es may
be due to biases imposed by the type of environment in which wevdi and the

limited viewpoints of human observers [34].

There has been increasing interest in the use of overcompleteage represen-
tations, or dictionaries, where the number of basis functions exceeds the number
of image pixels. Overcomplete dictionaries, composed of man®drent kinds of
time-frequency atoms, have been found to provide useful degtions which can
be more closely related to the original causes of many signal2][2For images,
overcompleteness has been shown to allow for more stable repnegéons, where
small shifts or rotations to an image do not a®ect drastic changas the coef-
“cients of the representation. In critically sampled multi-scée representations,
this type of instability is unavoidable due to subsampling of tb high-frequency

components [32, 15].

Overcomplete image representations may thus provide more amengful rep-
resentations in the sense that changes made to an image that seenalsitoncep-
tually (as perceived by a human) are linked to similar changese the coe+cients.
Ideally, image features (such as edges) should be well descrilbydonly a few
coezxcients, regardless of where they are located in the imagewthey are ro-
tated, or how large they are. Such a representation may transéinto gains in
coding ezxciency for image compression, and improved accuracy fasks such as
denoising. For example, overcomplete representations havegn shown to reduce
Gibbs-like ringing artifacts common to thresholding methodemploying critically

sampled wavelets [9, 6, 30].

Previously, overcomplete dictionaries for images have beeonstructed by

hand by combining multiple orthogonal bases, as in the wavegdaat dictionary
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of Coifman et al. [8], or by other mathematical construction, as in the in nite
and nite Gabor dictionaries used by Mallatet. al [22]. Rather than compos-
ing wavelet dictionaries for audio signals through an arbitiry process, however,
we consider in this chapter how to apply the sparse coding framek to learn
overcomplete wavelet dictionaries which are adapted to a lection of images.
The goal of sparse coding is to identify components which are atatistically
independent as possible, characterized by coexcients havisgarsedistributions
(peaked at zero with heavy tails). The sparse coding algorithmrgvides a means
for identifying features present in the data in an unsupervisethshion, thus op-
timizing the basis description for a given class of data. Prewsly, sparse coding
algorithms have been applied only to small image patches (amd 16x16 pixels)
because the algorithms do not scale well to larger images [2%].2By imposing
wavelet constraints of self-similarity across position and scalthe algorithm can
be applied to larger images requiring only a relatively smadlet of parameters to

be learned.

Common wavelet denoising approaches generally apply eitreehard or soft-
thresholding function to coexcients which have been obtainetly Itering an
image with a the basis functions. One can view these thresholdingethods as a
means of selecting coezcients for an image based on an assumed spatise on
the coezxcients [2, 7]. This statistical framework provides a pncipled means of
selecting an appropriate thresholding function. When such tlesholding meth-
ods are applied to overcomplete representations, howeverppltems arise due to
the dependencies between coezcients. Choosing optimal threklofor a non-
orthogonal basis is still an unsolved problem. In one approachrthogonal sub-
groups of an overcomplete shift-invariant expansion are thsbolded separately

and then the results are combined by averaging [9, 6]. In addih, if the coezx-
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cients are obtained by ltering the noisy image, there will be arrelations in the

noise that should be taken into account.

Here | address two major issues regarding the design and use of overglete
representations for images. First, what is the optimal basis tose for a speci ¢
class of data? To help answer this question, a method is presenfed adapting
an overcomplete wavelet basis, or dictionary, to the statisticef natural images.
Second, given an overcomplete set of basis fundtions, how shotlld coexcients
for representing an image be computed? Problems associatedhiitresholding
are avoided by using the wavelet basis as part of a generative deb, rather than a
simple "Ttering mechanism. Coezcients are sampled from the resitig posterior

distribution by simulating a Markov process known as a Gibbs-sangr.

To obtain image representations which are sparse, our model ioges a prior
distribution over the wavelet coezcients which is composed of mixture of a
Gaussian and a Dirac delta function, so that inactive coezcientare encouraged
to have exact zero values. Similar models employing a mixtucé two Gaussians
have been used for classifying wavelet coezcients into activeigh variance) and
inactive (low variance) states [7, 11]. Such a classi cation shidlbe even more ad-
vantageous if the basis is overcomplete. A method for performg Gibbs-sampling
for the Delta-plus-Gaussian prior in the context of an image pwmid is derived,
and demonstrated to be e®ective at obtaining very sparse represgions which
match the form of the imposed prior. Biases in the learning arevercome by

sampling instead of using a MAP estimate.
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2.1 Wavelet image model

Each observed image is assumed to be generated by a linear superposition
of basis functions which are columns of aN by M weight matrix A, with the
addition of Gaussian noisen:

| = As + n; (2.1)
wherel is an N -element vector of image pixels and is an M -element vector of
basis coexcients. The probability of generating an imagk given coezxcientss,
parametersy, assuming Gaussian i.i.d. noise (with variance 1=, ), is

P(lisiW) = zieI 2l As: (2.2)

s N

In order to achieve a practical implementation which can be aelessly scaled
to any size image, it is assumed that the basis function matriA is composed
of a small set of spatially localizednother waveletfunctions Aj(x;y), i = 1::B,
which are shifted in position §;y) in the image and rescaled by factors of two.
Unlike typical wavelet transforms which use a single 1-D motheravelet func-
tion to generate 2-D functions by inner product, the functias A;(x;y) are not
constrained to be 1-D separable. Moreover, any odg(x;y) does not give rise to

a complete basis, but the set as a whole does.

The functions A(x;y) provide an e+cient way to perform computations in-
volving A by means of convolutions. Basis functions of coarser scales are-p
duced by upsampling theA;(x;y) functions and blurring with a low-pass Tter
A(x;y), also known as thescaling function The image model in equation 2.1 may

be re-expressed to make these parameters explicit:

Lxy) = &°(xy)+ n(xy) (2.3)
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8 i
3 hgl+1(x;y) "2 mA(Xy)+ Pis}(x;y)OAi(x;y) <L j 1(24)
? Sxy) I=Li1

gdixy) =

where the coezxcientss!(x;y) are indexed by their position &;y), band (i) and
level of resolution () within the pyramid (| = 0 is the highest resolution level).
The symbol @ denotes convolution, and' 2 denotes upsampling by two and is

de ned as

f(x;y) "2

8
E f(%:¥Y) xeven & yeven
B (3:%) y 25)

0 otherwise

The wavelet pyramid model is schematically illustrated in gue 2.1. Tradi-
tional wavelet bases for images typically utilize three bared(B = 3), in which
case the representation isritically sampled (same number of coexcients as im-
age pixels) provided that the coexcients are subsampled by an atidnal factor
of 2 starting at the lowest level { = 0) of the pyramid. Here, the lowest level
is not subsampled so as to avoid aliasing, so that even with only oband the
representation is overcomplete. We examine the casesBoft 2;4 and 6 in order

to explore varying degrees of overcompleteness.

No restrictions are imposed on the form of the mother wavelet fations A,
except that it is assumed the functions can be accurately remented by a spec-
i ed number of sample points. The termwaveletis used here to refer only to
constraints of self-similarity across position and scale (a dyadsampling lattice
is imposed), and the functions are also normalized to have zemean. Because
these functions are adapted to exciently describe natural im&s (as de ned by
maximizing the sparsity of the representation), any further costraints should
arise naturally from the data to the degree the constraints argusti ed for ob-
taining an ezxcient descriptions of the chosen dataset. We also danhimpose

the restriction that the learned basis functions are self-invéng. As the purpose
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here is to adapt an overcomplete dictionary of functions, theelf-inverting solu-
tion would not necessarily be the sparsest, or presumably the most amengful,
representation. If desired, however, the learning rules careladjusted to add a

self-inverting constraint.

Figure 2.2 shows a system diagram for the wavelet pyramid decoagiion.
For analysis, an imagd (x;y) is Itered into low-pass and high-pass subbands by
correlation, denoted by?, with the scaling function A, and a high-pass TterA:.
To ensure proper reconstructionAc is designed in the frequency domain to be
the complement ofA (when A is applied twice). This is accomplished by selecting
Ac to have an amplitude spectrum equal to 1 minus the power spectruof the
scaling function A, and is equivalent to subtracting the eventual contributionof

the low-pass subband (after upsampling and convolving againtwiA) from the

image

Figure 2.1. Wavelet image model. Shown are the coezcients dig rst three
levels of a pyramid ( = 0;1;2), with each level split into a number of di®erent
bands ( = 1:::B). The highest level { = 3) is not shown and contains only one

low-pass band.
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image. Gibbs sampling (G.S.) is performed on the high-pass suatnial to select the
coezxcientss;(x; y) for each wavelet functiond;. The low-pass band is subsampled
by two in both x andy, denoted by ¢2), and the decomposition is recursively
applied at the next higher scale (except at the highest scale) bpserting the
diagram into the location marked by a Tled circle. A reconstrated imagel'(x;y)
is obtained by convolving the coezxcients with the wavelet fuctions and adding
the result to the the reconstructed low-pass image from the nextighest scale

after upsampling by two and convolving withA.

2.1.1 Delta-plus-Gaussian prior

The prior probability over each coezxcients; is modeled as a mixture of a
Gaussian distribution and a Dirac delta functiont(a;). A binary state variable
u; for each coezcient indicates whether the coexciery; is active (any real value),

or inactive (zero). The probability of a coexcient vectors given a binary state

Analysis Synthesis
I(x,y) [T] [i22] . [n22] [F] T(x,y)

«f G.S.

Figure 2.2. System diagram for wavelet pyramid decomposition
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vector u and model parameterqu= fA;, n;,s;2ugis de ned as

Y
P(siu;) = P(sijuisi) (2.6)
8I
_ g s) if u=0;
P(sijusw = o o 2.7)
T o—€ 2% if u=1

s §j

where, s is a vector with elements, ;. The probability of a binary state u is

P(ujy) = Zl gl zuTTuu. (2.8)

By

Matrix =, is assumed to be diagonal (for now), with nonzero elements, .
The form of the prior is shown graphically in gure 2.3. Note thathe parameters
A, s and o, are actually de ned by a much smaller set of parameters. Since
translation and scale invariance is assumed, to de ne these parasrs only the
mother wavelet function A;(x;y), and a single, ,, and , s parameter need to be

speci ed for each wavelet band, along with the scaling functioA(x; y).

The total image probability is obtained by marginalizing oer the possible

coezcient and state values:

Z
PUW =" P(ui) P(IjsP(sju; ) ds (2.9)

u

2.2 Sampling and Inference

In order to select the coezxcients for an image, a method is preged for sam-
pling from the posterior distribution, P(s;ujl; ), for an imagel using a Gibbs
sampler. For each coezcient and state variable pairs(,u;), we sample from the
posterior distribution conditioned on the image and the remaing coezcients
si: P(si;uijl; s u; ). After all coexcients (and state variables) have been up-

dated, this process is repeated until the system has reached #iguum. To
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infer an optimal representations for an imagel (for coding or denoising pur-
poses), one can either average a number of samples to estimate plosterior
mean, or with minor adjustment locate a posterior maximum by r&ing the pos-
terior distribution to a power (1=T) and annealingT to zero. To sample from
P(si;ujl;st; up; W), we rst draw a value for u; from P(uijl; si; up; 1), and then

draw s; from P(siju;;|; st; Ug; H).

For P (uijl; st; ;W) we have:

Z
Pujl;sus )/ P(uijus ) P(ljsi; st WP (sijui; Wds (2.10)
where
P(uiju;p) = Che¥ (2.11)
ZuijU}
P(ljsi;sil) = zl ¢ 2o (2.12)
and
B _— _Ai¢(li Asiz).
cn = LndAG%S S b= = A7 S (2.13)

The notation A; denotes columni of matrix A, jAij is the length of vector
Ai, and si-g denotes the current coexcient vectors except with s; set to zero.
Thus, b denotes the value fors; which minimizes the reconstruction error (while
holding s; constant). Sinceu; can only take on two values, one can compute
equation 2.10 foru; = 0 and u; = 1, integrating over the possible coezcient

values. This yields the following sigmoidal activation rule &.a function ofh:

H . . - — 1
P(ui=1jl;s; ;1) = 1+e @0 (2.14)
where
_ 1,2
A SN (2.15)
l 2: nj + s S #
+ ) '
t| - s Nj 5 5 S .U | |Og% (216)
s Nj s Nj s Sj



For P(sijui;l;st; w; W) we have:

8
s, b =0
TN(E S o) u =1

’
ni+,Si ,ni+,si

Figure 2.3 shows the form of the prior (dashed line), and a histogm of the
coexcient values obtained by sampling from the posterior (solitine) for a single
coexcient type for a set of natural images. Note that the histogranctlosely
matches the prior, indicating that the model appears to be agasonable 't to the
data. Since the histogram was obtained by sampling from the pe&stor, instead
of the prior, the data could have in°uenced the statistics awayrém the imposed
prior.

109

107F

102

10}

10

10} Nl Tl
A\ b

Figure 2.3. Prior distribution (dashed), and histogram of samgis taken from the

posterior (solid) for a single coexcient. The y-axis is plotted 0 a log scale.
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2.3 Adapting the model to images

The objective for adapting the model is to adjust the paramets, |4, to max-

imize the average log-likelihood of the model for a set of imag;

(1= arg max Hog P (1j)i (2.18)
M

The parameters are updated by gradient ascent on this objees, which re-

sults in the following update rules:

1**" 1 H#+ +
¢, I = —— i Ui (2.19)
2 1+ezu P (siujl ;)
l** " l #+ +
¢ s Si / P) U —i S|2 (2-20)
2 > Si P (s;ujl;h)
1N e
¢,/ = ijli Asj? (2.21)
2 ,n P(siujl;p)
) %2 ¢D E A
CAOGY) T G 2S0GY) i, (2.22)
where ? denotes 2D cross correlation and
8
5 |(X . [’\ . —
)i T(xy) =0
d(xy) = 5 h | (2.23)
Z dil(x;y)?A #2 0<I<L j 1
is the reconstruction errorf = | j As Ttered up through the pyramid. It is

only necessary to compute a center portion of each cross cortiela having the
same extent of theA (x;y) functions. The outer brackets denote averaging over
many images. The notatiorhi,, denotes averaging the quantity in brackets while

sampling from the speci ed distribution.

Similarly, the scaling function A may also be learned, using the following
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update rule:

yj 2 éD E A

.0 €y) ?[gtt(xy) " 2] L (2.29)

¢ A(X;y) / P (s;ujl;p)

=0
In the following experiments, howeverA was not learned, but was designed by

hand in the frequency domain to have a °at frequency response up g of the
Nyquist rate, and smoothly taper o® to zero (using a cosine functioin log
frequency) by Nyquist in order to prevent aliasing. Refer to [31, 32] for issues

regarding the design and use of Tters for pyramid subband transims.

2.4 Results

2.4.1 One octave scaling

The image model was trained on 22 512x512 grayscale naturalages (not
whitened). These images were generated from color imagesealakrom a larger
database of photographic images [19]. Smaller images (64pb<ls) were selected
randomly for sampling during training. Assuming scale invariares the wavelet
functions A, were adapted to t a single spatial frequency band. Each image wa
initially bandpass TTtered for an octave range using the scalinfunction A, so
that the learned functions would correctly t within the pyramid framework and
could be applied to any scale. The functionf; were represented using 17 x 17
pixel masks, and were initialized to random values. Thgs, and , ,, parameters
were constrained to be the same for all orientation bands and meeadapted over
many images with, , xed at .05 (not learned), corresponding to a noise variance

less than 1% of the image varianceé/f = 2:855%+03).

Shown in "gure 2.4 are theAi(x;y), with their corresponding 2D spectra

when 2, 4, and 6 orientation bands were learned. The learnaghttions are well
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localized in position and orientation, and appear to be rot&d versions of each
other, even though no self-similarity constraints between th&unctions were im-
posed. Increasing the number of band8 produces narrower orientation tuning.
The learned functions appear very similar to the equivalentdsis functions of
the steerable pyramid31]. The functions for a steerable pyramid constructed for
6 orientation bands and 1 octave scaling are shown in gure 2.5pagside the
learned 6-band functions. The rotational averages of theil2spectra, showing
power as a function of spatial frequency, are also shown for coangon. The
similarity between the learned functions and the steerable fations is surprising,
since the steerable basis functions were not designed with sparsis an objective.
Instead they were designed to be shiftable and steerable, meanithat a linear
combination of the functions can be used to produce the same fitions shifted
and rotated to any position and angle [15]. By optimizing for sarsity, we obtain

nearly the same result.

There are some di®erences between the steerable functions amel learned
functions, however. Note that the learned functions have a p@w spectrum with
a steeper descent than the steerable functions, indicating a pdssi de ciency
in the steerable Tters for exciently representing natural scer® The steerable
basis functions are designed to have a °at power spectrum in order be self-
inverting. The self-inverting property may thus be a restricton that reduces the
exciency of the representation. In section 2.4.3, the exciencyfdhe learned
basis functions are compared to those of the steerable pyramid terms of the
sparsity of the representations, showing that the learned basisrictions allow for

a slightly higher degree of sparsity than the steerable functign
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2.4.2 Two octave scaling

We wished to test the assumption that that an octave bandwidth ishe ap-
propriate scaling for natural images. To do this, we trained themage model
on images that were bandpass Itered to two octaves. If a single tage scal-
ing is optimal for our natural image dataset, the learned furions should be
localized to an octave width, with di®erent bands specializefdr high and low

spatial frequencies. For this experiment, thes and, , parameters were learned

5

independently for each band, so as not to bias the result towasdself-similarity

between bands.

The resulting functions are shown in gure 2.6, with their 2D spéra, and a
line plot depicting the rotational average of the 2D spatialrfequency plots. With

the exception of the rst function, which is localized to low sp#al frequencies,

28 HAENS
(a) % (b)
NEESZAN

Figure 2.4. Wavelet functionsA (x;y) for varying degrees of overcompleteness,

(©)

and corresponding spectra showing power as a function of spatie¢quency in

the 2D Fourier plane. (a) B=2, (b) B=4, (c) B =6.
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0 1 1 1 1 1 L
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

( a) spatial frequency (rotational average)

0 ———— 1 1 1 1 1 1 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
(b) spatial frequency (rotational average)

Figure 2.5. (a) Wavelet functionsA, (x;y) for 6 bands (B=6) with corresponding
2-D spectra. Line plot depicts the rotational average of the sutra for each Tter.
(b) Equivalent basis functions for the Steerable Pyramid, wén constructed for

a single octave scaling and 6 bands, their spectra, and rotatidreverages.
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the functions use the full two octave bandwidth rather than segrating into more
localized high and low frequency subbands. The functions a@eto be rotated
versions of each other. The learneds, and ,, parameters are given in Table
1. From this table, we see that the “rst wavelet functionA; was rarely used

compared to the other functions.

Also shown in gure 2.6 is the Steerable pyramid basis adjusted to sp&
octaves. Di®erences between the resulting learned functionslahe Steerable
pyramid basis are now more apparent. We see that the learned basunctions
have a power spectrum that tapers o® with higher spatial freqoeies, unlike
the steerable Tters, which have a °at power spectrum except for th low-pass
and high-pass transitions. The combined power spectrum of theiented learned
functions shown in gure 2.7 (a), more closely matches the powspectrum of
natural images (within their bandpass region). The power spgam of natural

images is known to approximate %f 2, wheref represents the spatial frequency.

The steerable functions also spread out in orientation with imeased spatial
frequency, while the learned functions appear to maintain more constant width
in orientation as the frequency increases. This is similar to &ridglet and curvelet
functions proposed by Donoho et. al [13]. This raises the questias to how well
such functions can be used to tile the entire spatial frequency egtrum, since it
would seem that gaps would be produced at the higher spatial reencies where
the spectra do not spread out to meet each other. In gure 2.7 (ajhe combined

spectra is shown for the ve oriented higher frequency functiershown from gure

A1 Az As Asq As Ae
.s | -0205| .0020| .0016| .0016| .0021| .0014
,u | 8.5109| 6.7313| 6.8729| 7.1202| 6.8316| 7.2646

Table 2.1. |

and , ,, for the learnedA; function in “gure 2.6
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Figure 2.6. (a) Wavelet functionsA, (x;y) for 6 bands (B=6) trained on 2 octave
bandpassed images with corresponding 2-D spectra. Line plot dgp the rota-
tional average of the spectrum for each Tter. (b) Equivalent sterable pyramid
basis functions when constructed for 6 bands and 2 octave scglitheir spectra,

and rotational averages.
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2.6. Note that their combined spectra are approximately origation invariant
and there are no noticable gaps in the high frequency portierof the spectra.
The apparent lack of spreading towards higher spatial frequeies noticed in the
spectra of the learned TTters may simply be due to the=if 2 power spectrum. To
demonstrate this, an idealized version of their combined speom, shown in gure
2.7 (b), was generated by taking a rotational average of (and interpolating in
all directions to produce a rotationally symmetric version ofa). Next, a 1/5th
wedge was taken from (b) using a raised cosine function, in the sarmanner as
the Steerable pyramid functions are produced (except with tgpower spectrum),
to generate the spectrum shown in (c), for a single idealized ented function.
The basis function corresponding to (c) is shown in (d). Note thathe spectrum
in (c) does not appear to spread out for higher spatial frequeles as much as the

steerable pyramid functions, and is more similar to the learnefdinctions.

(@) (b) (c) (d)

Figure 2.7. Results demonstrating the tiling properties of ta 2 octave learned
functions from gure 2.6: a) Combined spectra for the ve oriemd functions
showing no obvious gaps. b) Idealized spectra formed by rotati@al average of
(a). ¢) A 1/5th wedge created by multiplying spectra (b) with araised cosine

function in angular frequency. d) Corresponding basis functn for (c).
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2.4.3 Sparsity

We evaluated the sparsity of the representations obtained with set of learned
functions with 4-orientation bands using the sampling methoc&ind compared
these results to the four band Steerable Pyramid Tters [31] usinthe same sam-
pling method. In order to explore the SNR curves for each basis,variety of
values for, , were used so as to obtain di®erent levels of sparsity. The same
images were used for both bases. The results are given in gure 2Each dot
on the line represents a di®erent value f,. The results were similar, with the
learned basis yielding slightly higher SNR (about 0.5 dB) for # same number

of active coezcients.

27+

O~ learned
-@- steer

26.5F
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25.5-
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24.5r-
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23.5F
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22.5¢

1.0 2.0 3.0 40 5.0
% nonzeros

Figure 2.8. Sparsity comparison between the learned basis (Jand the steerable
basis (bottom). The y axis represents the signal-to-noise rati(SNR) in dB

achieved for each method for a given percentage of nonzeros.
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2.4.4 Denoising

We evaluated our inference method and learned basis funct®by denoising
images containing known amounts of additive i.i.d. Gaussianomse. Denoising
was accomplished by averaging samples taken from the postemiistribution for
each image via Gibbs sampling to approximate the posterior meaGibbs sam-
pling was performed on a four level pyramid using the 6 band lesed wavelet
basis, and also using the 6 band Steerable basis. Thg;,, and s parame-
ters were adapted to each noisy image during sampling using treatning rules
in section 2.3 for blind denoising in which the noise variance waassumed to
be unknown. We compared these results to the wiener2 function MATLAB,
and also to BayesCore [30], a Bayesian method for computing antiopal soft
thresholding, or coring, function for a generalized Laplaan prior. Wiener2 is a
version of wiener Ttering that accounts for changes in imageaviance within a
speci ed neighborhood size. For wiener2, the best neighborhoside was used
for each image. Table 2 gives the SNR results for each method whepplied to
some standard test images for three di®erent levels of i.i.d. Gaian noise with
standard deviation % Figure 4 shows a cropped subregion of the results for the

standard \Einstein" image (not in our training set) with %= 10.

Denoising using Gibbs sampling with the Delta-plus-Gaussian prigproduce
improved results, in terms of mean square error (MSE), over botWiener2 and
the Bayes coring method. The oriented basis captures higherder statistical
properties which are not captured by the wiener2 method, wth only accounts
for pairwise statistics captured by the local power spectrum. Tis, it is not
surprising that the Bayes coring and Gibbs sampling methods showmproved

results over wiener2. The MSE between the original and denaisémages for
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Gibbs sampling are consistently around .5 db or more lower thanitlv the Bayes
coring, method. This is true when using either the learned orhe Steerable
pyramid basis, and even though the Bayes core method used is nonmpletely
blind (the noise variance was given to the algorithm). Therera two factors that
can account for this improvement. First, the Gibbs sampling nteod takes into
account dependencies between coezcients caused by the nothagonality of the
basis. Second, the form of the prior may be more suitable for na images.
Further experimentation is needed to determine which of tlee factors is more

signi cant.

Images denoised with the Delta-plus-Gaussian prior also appea&ss grainy

than those of the wiener2 method or the coring method, as theipr encourages

original noisy (s=10) SNR=12.3983 wiener2 SNR=15.8033

BayesCore steer6 SNR=16.3591 D+G steer6 SNR=16.4714 D+G learned6 SNR=16.2696

Figure 2.9. Denoising example. A cropped subregion of the Eiest image and

denoised images for each noise reduction method for noise std.d¥=10.
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more coexcients to have exact zero values. However, more waveldifacts are
visible in areas where a limited number of coexcients becametize. Better
results might be obtained using a model which captured joint statics between
the coezxcients. Such a model could encourage edges to be extmhdr Iled in
where there was less information available, if the complex plendencies between
neighboring coezcients could be accurately described. It shiobube noted that
better methods than the Bayes coring method used here have hegublished.
The coring method was used because it provides a more direct guarison to
the learned model. Models which take into account some jointaistics between
coexcients have been shown to achieve better results, althoughese models are

not generative and do not take into account the non-orthogaility of the basis[33].

Image | noise level|  noisy | wiener2| BayesCore S§ D+G S6 | D+G L6

Einstein Y%= 10 12.40| 15.80 16.36 16.47 16.27
Ya= 20 6.40 12.61 13.44 13.80 13.85
Y= 30 2.89 10.95 11.81 12.28 12.39
Lena Y%= 10 13.61| 19.05 19.91 20.37 20.21
Ya= 20 7.59 15.51 16.88 17.46 17.54
¥.= 30 4.07 13.25 14.99 15.48 15.55
Goldhill Y%= 10 13.86| 17.56 18.14 18.10 17.90
¥a= 20 7.83 14.32 15.18 1541 15.41
¥2= 30 4.28 12.64 13.61 13.92 13.95
Fruit ¥=10 16.25| 21.87 22.09 22.78 22.38
¥a= 20 10.24| 18.15 18.97 19.61 19.42
%= 30 6.70 15.97 17.21 17.72 17.66

Table 2.2. SNR values (in dB) for noisy and denoised images wittdditive
i.i.d. Gaussian noise of std.dev¥ \D+G" = Gibbs sampling with Delta-plus-

Gaussian prior, \S6" = 6-Band Steerable basis, \L6" = 6-Band Leaned basis.
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2.5 Discussion

We have shown that a wavelet basis and a mixture prior composedaDirac
delta function and a Gaussian can be adapted to natural imagessulting in very
sparse image representations. The resulting learned basis is samib a Steerable
basis both in appearance and sparsity of the resulting image r@sentations. This
may indicate that the Steerable basis is nearly optimal for mducing sparse rep-
resentations of natural scenes. However, results with fewer camsnts show that
there are distinct di®erences between learned basis functicarsd the Steerable
‘Tters. Speci cally, the learned functions will span more than ne octave, and
have a power spectrum which is approximately=f 2. Denoising results indicate
that using a sparse prior and an inference method to properly amant for the
non-orthogonality of the representation may yield an improsment over wavelet
coring methods that use Ttered coezcients. Denoising results wersimilar for
the learned basis functions and the Steerable pyramid basis. tkte work should
be done to determine whether the coding gains achieved areedio the choice of

prior or the inference/estimation method used.
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Chapter 3

Adapting Wavelet Dictionaries to

1D Signals

An orthogonal basis is often not well suited for describing all ahe events
in a given class of signals. For instance, many audio signals canta wide va-
riety of features ranging from brief transients to more statioary events. For
example, sounds in an animal's natural environment genenalicontain a wide
assortment of harmonic and percussive animal vocalizations, aslivas environ-
mental sounds such as wind, rain, rushing water or crunching kas. When ICA
is performed on these types of sounds, very di®erent bases are iletd depending
on whether the signals contain speech, animal vocalizations, ambient environ-
mental sounds [20]. Using a single orthogonal basis for all sounds animal
might encounter is clearly sub-optimal. This will have the ufortunate e®ect of
diluting information across the entire representation aboutertain events which
are not well described by the basis functions. This makes it dizduto extract
meaning from the representation regarding which event ocaed and when. The

most meaningful description of such signals will be one that maains an explicit
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description of the features present in the signal, without obscing their presence

with awkward and overly complex descriptions.

The analogy of language, used by Mallat, appropriately desbes the coding
strategy needed [22]. In a language, there are many ways to dése the same set
of events. We nd utility in maintaining such redundancy for larguage because
it allows for descriptions which use only a few words to conveylarge amount of
information, and because such descriptions provide a tool foeasoning in which
important events are made explicit and easy to manipulate. Gncan imagine how
cumbersome it would be to rely solely on a language in which treewere barely
enough words to describe any event and each event only had onesgble de-
scription. Describing a single event would require a precise cbimation of many
simple terms, and would usually require the use of every word inghvocabulary.
This sounds absurd, yet it is an accurate description of many \tguages" used

for signal processing, including Fourier and orthogonal wawaltransforms.

This chapter presents methods for adapting a wavelet dictiamy to 1D sig-
nals, using the same basic wavelet pyramid framework establishedfe previous
chapter for images. The application of the framework to 1D sigts is straight-
forward, as the 2D case is more general. In a similar manner as whoin the
previous chapter, we adapt an overcomplete set of wavelet fttrons which are
applied at all positions and scales to generate the full set of §ia functions, or dic-
tionary elements. This overcomplete representation providea framework for the
unsupervised learning of basis functions which are well matchéo the features

present in a given class of 1D signals.

Given such an overcomplete descriptive \language", one can anger com-
pute the best description of a signal as a linear function of thenput signal, as

is possible with an orthogonal basis description. Such is the pe that must be
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paid for having a more meaningful description of the signals. Maing must be
established through a certain amount of disambiguation, requing a process of in-
ference or pattern recognition. The computational resourseequired to perform
this inference process under certains statistical models, if m® exactly and ac-
cording to theoretical prescription, may be prohibitively &pensive. For example,
the method of Gibbs sampling presented in the last chapter reqas too many
computations to be of use for many practical applications. Ifraequilibrium state
cannot be attained in a practical number of iterations, thisdck of convergence
leads to biases in the sampling and results in instabilities in ehlearning process.

A more cost e®ective method of inference is needed.

In this chapter we consider a greedy approximation known asatching pur-
suit, introduced by Mallat and Zhang [22]. Matching pursuit is a m#od for
obtaining sparse decompositions of signals with an overcommedictionary by
selecting basis vectors to represent the signal one at a time, dsing at each step
the basis vector that best correlates with the residual. Matchig pursuit can be
seen as an approximation to a MAP estimate with a certain sparse pri and
provides lower cost alternative for obtaining sparse represenions of signals with
an overcomplete dictionary than the Gibbs sampling method uden the previ-
ous chapter. For wavelet packet or discrete Gabor dictionas$ and a signal with
N samples, matching pursuit has a total asymptotic complexity o®(N2logN).
Although matching pursuit has a higher computational compleity than other
basis selection methods such as theest orthogonal basisiecomposition decom-
position algorithm of Coifman and Wickerhauser [8], which haa total complexity
of O(N logN), it is more generally suited to describe signals that do not nec
essarily have stationary properties. Unlike the best basis algdmith, matching

pursuit is not limited to an orthogonal set of descriptors for a igen signal and is
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not restricted to use with signal dictionaries composed of ortlgonal bases.

We introduce our own implementation of matching pursuit thathas signi -
cantly lower computational complexity than the standard mathing pursuit for
our overcomplete wavelet framework. Because the basis fumets generated by
the overcomplete wavelet Iter bank are self-similar and welblkalized in position,
we can signi cantly reduce the cost of computing inner productpdates when ba-
sis functions are added to the representation for a signal. Addinally, we make
the simplifying assumption that the optimization can be perfomed independently
within each scale (ignoring dependencies across scale), or aparse-to- ne pro-
cedure starting with the highest scales of the pyramid and wonkg down, without
signi cant loss to the quality (ie. sparsity) of the representation. Thus, each basis
vector has a limited number of neighboring vectors with sigréant overlap. This
allows a fast implementation of matching pursuit with a reduce total asymptotic
complexity of O(N logN), the cost of a single iteration of the standard matching
pursuit algorithm, and comparable with the total complexity of more restrictive

methods such as the best basis algorithm.

The algorithm used here may also be widely applicable i@ctor quantization
methods, popular for data compression [18]. Similarities and&kerences between
matching pursuit and vector quantization are discussed in [22] principal di®er-
ence is that vector quantization methods are typically pedrmed on dictionaries
composed without self-similarity constraints and due to the resting complex-
ity can only be performed directly on signals with low dimensitality (generally

smaller than 16) and applied to larger signals by blocking.

In this chapter, results are shown for wavelets adapted to natal sound
data, and also to multi-channel electroencephalogram reabdngs (EEG). The

algorithms used here may also be directly applied to other sigisabesides audio
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and EEG. It is assumed that there exists a large number of applitans for which
multi-scale representations are sometimes appropriate, anor fothers a convolu-
tion model composed of shiftable functions is more appropriat Additionally,

many signals are have multiple channels. Between audio and EE®e demon-
strate a variety of constraints which can be thought of as a tokit for application

to di®erent classes signals. Additionally, the matching pursuit gbrithm can be
easily extended to any number of dimensions, allowing its appétion to images

or signals of even higher dimensionality.

3.1 Overcomplete wavelet model for 1D signals

We model a 1D signalx(t), with length N, as a linear superposition oM
basis functionsa; (t), with amplitudes s;, with additive Gaussian i.i.d. noisen(t):
x(t) = g si a(t) + n(t) (3.1)
i=1
wheret = 1::N is a position index. A sparse, factorial prior is imposed upon the
coexcients s;. Additionally, we assume there may be more feature descriptors

than there are samples in the signal, in which caséd > N .

In the manner previously described in chapter 2 for images, it @ssumed
that the basis functionsa(t) are composed of a small set of temporally local-
ized mother waveletfunctions Ay(t), b= 1::B, which are shifted in position and
rescaled by factors of two. Basis functions of coarser scales preduced by up-
sampling the Ay(t) functions and blurring with a low-pass TTter A(t), also known
as thescaling function The model in equation 2.1 may be re-expressed to make

these parameters explicit:

x(t) = g’(t)+ n(1) (3.2)
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S h P P _
2 g2 sAM)+ LSt pAt) <L 1

. (3.3)

dg(t) =
s'(t) l=Lj 1

where the coezxcientssi(t) are indexed here by their position ), band (b and
level of resolution () within the pyramid (| = 0 is the highest resolution level).
The symbol @ denotes convolution, and' 2 denotes upsampling by two and is
de ned as

8
E f(3:%) xeven & yeven
3

fy 2 - (3.4)

0 otherwise

In order to avoid aliasing, the lowest level is not subsampled, sbdt even with
only one band the representation is overcomplete. No restriotis are imposed
on the form of the mother wavelet functionsA,, except it is assumed that each
wavelet functions can be accurately represented by a speci edmber of sample
points T. The term waveletis used here to refer only to constraints of self-
similarity across position and scale (a dyadic sampling latticesiimposed), and

the functions are also normalized to have zero mean.

Figure 3.1 shows a system diagram for the 1D wavelet pyramid deaposition.
For analysis, a signalx(t) is Ttered into low-pass and high-pass subbands by
correlation, denoted by?, with the scaling function A, and a high-pass TterAc.
To ensure proper reconstructionAc is designed in the frequency domain to be
the complement ofA (when A is applied twice). This is accomplished by selecting
Ac to have an amplitude spectrum equal to 1 minus the power spectruof the
scaling function A, and is equivalent to subtracting the eventual contribution
of the low-pass subband (after upsampling and convolving agawith A) from
the signal. Matching pursuit (M.P.) is performed on the high-pss subband to
select the coexcientss;(t) for each wavelet functionA,. The low-pass band is

subsampled by two, denoted by#2), and the decomposition is recursively applied
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at the next higher scale (except at the highest scale) by insertirthe diagram into
the location marked by a Tled circle. A reconstructed signak(t) is obtained by
convolving the coezxcients with the wavelet functions and addg the result to the
the reconstructed low-pass signal from the next highest scale eftupsampling

by two and convolving with A.

3.2 Inference via matching pursuit

In chapter 2, we speci ed a sparse prioP(s) over our source coezxcients
s, and obtained the coezcients to represent a given signal by sanmy from
the posterior distribution P(sjx) / P (xjs)P(s) using a Gibbs sampler. In this
chapter, we use a matching pursuit approximation to obtain theoezcients for

a signal.

Analysis Synthesis
«f M.P.
o ——%
[ f——¥]
[V.] =Ty

Figure 3.1. System diagram for wavelet pyramid decomposition
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3.2.1 Standard Matching pursuit algorithm

Given a signalx(t), and an overcomplete dictionary of waveforms;(t), we
seek to decompose&(t) in terms of sparse coezxcientss;(t). Without loss of
generality, let ja;(t)j = 1 8i, wherejf j denotes the vector norm computed by

adp——
(D)2

P o
Let *™(t) = ;S &(t) represent the reconstructed approximation to the
signal after iterationm, and letr™(t) = x(t)j *™(t) represent the residual vector
obtained from subtracting the reconstructed signal from the aginal. Thus, r™(t)

is an approximation to the noise term in equation 3.1.

Let the initial source vectors? = 0 8i. Thus, r® = x. At each iteration
m = 1::m° we seek to update a single coex+cient which maximally reduceseth
vector norm of the residual,jr™j. This is done by choosing the coetcienk™

whose inner product with the residual has maximum magnitude:
k™ = argmaxj <r ™ H(t); a(t) > | (3.5)
where<f;g> denotes the inner product of {;g) and is de ned by

<f;g> = X f (1) g(t): (3.6)

Coezxcient s’ is made \active", by assigning it the value that most reduces

the length of the current residual, while all other coexcientsemain the same:

8
E<rmi1;ai> i = km

sim = (3.7)
2 gmil otherwise.

In our implementation, the algorithm terminates after iteration m®when the

maximum squared inner product reaches a prede ned tolerange
¢ > maxi<r ™ ac>?) (3.8)
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One can view the matching pursuit algorithm as imposing a typefasparse
prior equivalent to a mixture of a delta function at zero and auniform distribu-
tion. Thus, the sparse cost termS(s) of the prior is proportional to the total
number of non-zero coezxcients. We cast the problem as an energynimization
problem where the energy is the negative log of the resulting posterior:

e=y KO saPe o) (39)
i i
where , , is the reciprocal of the noise variance, s is a sparse cost parameter

which determines the penalty for an active coexcient, and

8
g 1 if x=0;

i()():S (3.10)
-0 if x60:

Matching pursuit can be seen, then, as a greedy (non-optimal)inimization of
this energy function with a tolerance¢, = 2, s=, ,, since the change in energy for

making a coezxcientk active is:

CE= ¢j 2” <rag>? (3.11)

3.2.2 Fast matching pursuit algorithm

The complexity of the the matching pursuit algorithm may be a gjni cant
deterrent to more widespread use. At each iteration, inner pducts with the
the new residual must be computed for each basis function, andettbasis func-
tion must be selected which best correlates with the residual. Fan arbitrary
dictionary, this may require O(M) computations per iteration, whereM is the
number of basis vectors in the dictionary. The matching purstimplementation
presented by Mallat and Zhang for use with a Gabor dictionary rea computa-

tional complexity of O(N logN) per iteration for a signal ofN samples. In order
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to achieve this complexity with the Gabor basis set, they imposecertain sim-
plifying restrictions. First, the dictionary element chosen atach iteration is not
required to be the one that maximally correlates with the rediual. Rather, an
element is chosen which has an absolute inner product with thegidual that is
within a constant factor of the maximum. An updating formula isused which al-
leviates the need to recompute all of the inner products at el iteration. Rather,
only the inner products for elements that have non-negligié overlap with the
last chosen element need to be updated. To reduce the numbermier products

that must be computed, the inner product computations are linted in precision.

Here we consider how to reduce this complexity for the overcotege wavelet
framework described in this chapter. To do this, we limit the cmputation to
a single scale at a time, thus describing each bandpass portion tbé signal
separately. This ensures that of the dictionary elements beajrconsidered at any
given time, each element has non-zero inner-product with yna few neighboring
functions. Since the discrete wavelet functions are alreadyeWlocalized, we do
not need to impose additional restrictions on the precision ohe computations to
limit the number of inner products that must be computed. At e&h iteration, the
inner products are computed exciently using the updating formla described in
[22]. By themselves, these steps only ensure a complexity similarthat achieved
by Mallat and Zhang for the Gabor basis set. For either basis sepdating the
next element to be updated at each iteration represents the gatest bottleneck.
Straightforward search requires computations proportioriao the number of basis
elements. By making use of a special data structure to store the mnproduct
computations, however, we can alleviate this bottleneck arathieve a complexity
of O(logN) for each iteration resulting in atotal complexity of O(N logN) for

the full matching pursuit.
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The proposed Fast MP algorithm follows the same basic steps as tharstlard
algorithm introduced by Mallat and Zhang. Once a basis vectog, is added to
the representation, we compute the inner product of the new s&lual with any

basis vectora; using the formula
<r™la>=<r™a> | s <aga>: (3.12)

Since the inner products between the basis vectota; a > can be precomputed,
this update takes only constant time at each iteration for edcbasis vector hav-
ing non-zero inner product with the new vectora,. Each basis function has a
relatively small numberK = B(2T j 1) \neighboring" basis functions for which
< aj;a > is non-zero. HereB represents the number of bands, or di®ered,

functions, andT is the extent of each function.

To use the update formula, it is necessary to rst precompute the ier prod-
ucts between each basis functioa and the signalx. For an arbitrary dictionary,
the asymptotic cost to initially precompute the inner producs betweenM dic-
tionary elements would beO(M2N). For the wavelet dictionaries used here,
however, the inner products between two wavelet functionsr& the same for a
given relative position of the two functions regardless of whein the signal they
occur. Thus, the inner products between all pairs of basis futhans for a given
scale can be obtained by cross-correlating a small set of mothervetet func-
tions, greatly reducing this cost. The cost for computing the ass-correlation of
these functions isO(BK ). This is a one time cost, as it depends only on the
dictionary, and does not need to be repeated for each signakdenposition. The
cost to precompute the initial inner products between all ofie basis functions
and the signal isO(MT ), and must be computed only once for a given signal

decomposition.
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In order to exciently locate the coezcient to be updated at eachteration,

the inner products between the basis functions and the curreresidual are stored

in a heap. Aheapis a tree, having the property that the value stored at each

node the parent index is larger than each of its children. Eamode contains the

absolute value of the inner product of a basis functioa with the current residual

at iteration m: j<r ™; & > j, and the pointeri which references the basis function

a . This permits the next basis function to update to be locatedn constant time,
as it is located at the top of the heap, with an additional cost ©O(K logM)
each iteration to update the heap. If we assume thaB and L, the number of
levels in the wavelet pyramid, are both xed relative to the lagth of the signal
N, then the number of basis function elements is proportionabtN. Assuming
K is a relatively small xed constant, this is suzcient to achieve tle O(N logN)

total asymptotic complexity with regard to the size of the inpu.

However, if B or T are not small, the neighborhood siz&

«~  local max -
O\ pointers O/\

global max

may be signi -

heapcontaining
M/K local max
referen@ nodes

Linanné

block containingK innerproducts <r ™ a,>

\updated inneproduct
affecting atmog 2 blocks

Figure 3.2. Data structure used for storing inner product valug See text.
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cant. The cost per iteration relative toK and M is O(K logM ), which accounts
for selecting the next basis element and updatin inner products in the heap.
However, we can reduce this cost by a slight modi cation to the atgithm. By
altering the data structure used to store the inner products, anmproved com-
plexity of O(K +log(M=K)) can be achieved. Rather than storing all of the
inner products in the heap, most of the inner products are stodein an BxN
array in the order of their position in the signal. This array isbroken into M=K
logical blocks of sizeK . Refer to diagram in gure 3.2. The small dots in the
diagram represent the inner products between the residual améch basis vector.
For each block, a \local max" pointer is maintained which redrences the element
having the maximum absolute inner product value within that bock. A node
for each local max pointer is stored in the heap which contairdV=K e nodes,
one for each block of siz& . Each heap node is indexed by the absolute inner
product value which is maximal for one of the blocks, and contas a pointer to

the block.

An iteration of the matching pursuit proceeds as follows. The m¢ basis
element to be updated can be found by following the pointer fahe \global
max" node at the top of the heap. The selected coexcient is updad according
to 3.7. Neighboring inner product values are updated using thgpdate formula
3.12. This a®ects at most two blocks, requiring no more thaiK2comparisons to
update the two local max pointers for a cost oO(K). The heap node for each
local max pointer that has been changed is then updated in tHeeap. The cost
for each heap update is proportional to the height of the heapog(M=K). Since
there are at most two heap nodes updated, the complete cost fdretiteration is

O(K +log(M=K)).
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3.2.3 Gibbs sampling versus matching pursuit
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Figure 3.3. A learned audio Tter (right) and a cross section of &arned image

“lter (left) are depicted. Below each function is shown its aut-correlation which

is then squared. Peaks reveal neighboring sub-optimal posii® for the lter

when describing a signal which can lead to local minima in the sion space.

The highly oscillatory nature of the audio Tter produces manymore local minima

than the image lter.

Besides having reduced complexity, matching pursuit preseng additional
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advantage over Gibbs sampling in avoiding local minima. Whenst attempt-
ing to adapt wavelet functions to natural sounds, we applied & Gibbs sampling
method with a Delta-plus-Gaussian prior described in the previts chapter. How-
ever, signi cant problems were encountered. The learning predure failed to
converge properly despite running the sampling procedure farsigni cant num-
ber of iterations. Gibbs sampling is only guaranteed to conwge after an in nite
number of iterations, and in practice there is not assurance obtaining a true
sample from the posterior. The convergence problems expeged are believed to
be a result of problems with extreme local minima due to the siznd oscillatory

nature of the optimal basis functions.

Gibbs sampling proceeds by considering each position for a ftina in turn,
and either turning on (selecting a non-zero coezxcient) or tunimg o® a given basis
function at that point. As shown in gure 3.3 Gibbs sampling is lilely to select
a sub-optimal position for such a function as it will rst reach mag positions
which reduce the residual almost as much as the optimal positioOnce set, it
is unlikely to later reverse that decision. These nearby locatns are indicated by
peaks in the squared auto-correlation of the basis functionshweh are of similar
height to the center peak. While these peaks also occur in the wedet functions
adapted to natural images, there are fewer peaks that may cauyseblems. If the
basis function is used inconsistently, the learning procedureillimnot give good

results.

Matching pursuit, on the other hand, initially selects the pogion which most
reduces the residual error of the description, so that it easilwercomes this prob-
lem. If the signal can be described accurately by a single funati, for instance,
matching pursuit will choose the correct interpretation of tle signal in a single

step. While it may not select the optimal description for some sigts, as combi-
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nations of features may be more optimal than the features thgreedy approach
selects, matching pursuit avoids trivial forms of sub-optimaty which result from

simply shifting a function from its best position.

3.3 Adapting the model to natural sounds

The basis functionsa; are adapted so as to maximize the average log-probability
of a set of signals under the model. When trained on natural sousidthe ba-
sis functions become localized in time and frequency. This hieen previously
demonstrated in the context of a critically sampled and noisede ICA model on
small segments of audio by Lewicki [20], who showed that the tinfeequency
tiling of basis functions trained on environmental sounds wasmilar to a wavelet
representation, while animal vocalizations more closely rasbled the Fourier ba-
sis being more localized in frequency than in time. Time-fregncy analysis of
speech sounds resembles a compromise between environmentald®and animal

vocalizations.

Here, instead of blocking sounds into segments we adapt a set of dtions
which can be shifted and scaled within the pyramid framework tdescribe signals
of any length. Gradient descent on the maximum likelihood obftive yields the

following update rule:
A
; (3.13)

by 2 ‘D E
¢ A(t) / 0 €()?28b)

o P (six(t)iA)

whereA is the matrix of basis functions,? denotes cross correlation, and

8
2 X)) i R(D) =0
3 " '

dity = (3.14)

|
eil(t)?A #2 O<I<L j 1
is the reconstruction error® = x j As ltered up through the pyramid. It is
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only necessary to compute a center portion of each cross cortigla having the
same extent of theAy(t) functions. The outer brackets denote averaging over
many sounds. The notationhi,, denotes averaging the quantity in brackets

while sampling from the speci ed distribution.

Although equation 3.13 calls for the coezcients to be sampled from the pos-
terior P(sjx(t); A), we approximate a sample from the posterior with the sparse
decomposition obtained from the matching pursuit algorithm Matching pursuit
provides a solution which is close to a maximura posteriori (MAP) estimate.
The MAP estimate has previously been used for learning sparse compots of
natural image patches [24]. Although the MAP estimate is more etent to com-
pute, there is a small price to pay for this simpli cation with regard to the learning
procedure. Biases caused by using the MAP estimate instead of samglifrom
the posterior prevent other parameters, such as the noise var@ from being
't to the data and also necessitates renormalization of the basisirictions after

each update.

Ideally, all coexcients would be inferred simultaneously in th matching pur-
suit algorithm. However, this involves many additional comptations since basis
functions at the higher scales (lower resolution), overlap i many other basis
functions from the higher resolution scales. Instead, the signal rst bandpass
‘Ttered for each scale and the matching pursuit algorithm is apped separately
to the bandpass ltered signal for each scale. The bandpass signad fevel | is

computed as:

x'(t) = xk(t) 2 Ac (3.15)
where 8
| 2 X =0
Xa) = 5 n i (3.16)

xXPH)?2A #2  1<l<L j 1
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A and Ac are complementary lowpass and highpass Tters designed in the4r

guency domain. This is depicted graphically in gure 3.1.

For a levell, x'(t) is then used as the initial residualr® for the fast match-
ing pursuit algorithm. The following simpli ed learning rule is used in place of
equation 3.13:

¢ Ay(t) / M 2, n De'(t) ?sg(t)E; (3.17)

1=0
whereg\(t) are the sparse coexcients obtained using matching pursuit for be b
and levell, and €' (t) is the remaining residual error for level after the matching

pursuit:

&)= X &) Ax): (3.18)
b

By performing the matching pursuit algorithm separately at eeh scale, we
are treating the noise at each level as i.i.d. Gaussian. This istaally not the
case, since correlations are introduced into the bandpass inesgwhen Ttering
with the scaling functions. It is possible to overcome this probm by computing
the inner products between the basis functions ay;a > used in the matching
pursuit update formula 3.12 as the inner products between the®ective basis
functions (upsampled for each level and cross correlated)thar than as the inner
products between thel,(t) functions. Preliminary tests did not show a signi cant
di®erence between the two methods. The results shown here wertawmied using
the simpler method in which the precomputed inner products lieeen the basis
functions were generated by cross correlation of th&,(t) functions, which were

used for all levels.
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3.4 Results

3.4.1 Combined scales

Using equation 3.17, we adapted a set of wavelet functiodg(t) which are
shiftable and scalable to a database containing a broad assortmef nature
recordings[1]. The wavelet functions were initialized to aandom state before the
learning procedure started. A single set of mother wavelet Tterwere adapted to
all scales (or levels) of the pyramid. The nature sounds includea wide variety
of animal vocalizations, as well as environmental sounds suck i@in and ocean
waves. The resulting mother wavelet functions are shown in gui®4 for the case
of 4 wavelet bands (B=4), and gure 3.5 for 6 wavelet bands (B=6 Each wavelet
function contains 128 sample points (T=128). Each mother walet function is
drawn in an arbitrary color for use as reference in the frequey plot below the
functions. The learned functions are similar to Gabor functies, localized in both

time and frequency, and evenly tile the allocated bandwidth

3.4.2 Separate scales

In order to test whether the statistics of our natural sounds are ste invariant,
we also adapted a separate separate wavelet functioisto each scale (or pyramid
level) for the natural image data used in the previous experiemt. The results
are shown in gure 3.6 for 4 separate levels. Levels are shown frafi (being the
highest frequency scale) to right (lowest frequency scale). W&et functions for
lower frequency scales are applied by upsampling by powerswbtand smoothing
to generate the e®ective basis function. Note that the statistiag our data do not

appear to be completely scale invariant, as the wavelet funohs for each level
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Figure 3.4. WaveletsA, adapted to audio for 4 bands (B=4). Wavelets (above)
are depicted in color to provide a reference to their spectralot (below). Plot

depicts amplitude as a function of temporal frequency with As Nyquist.
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Figure 3.5. WaveletsA, adapted to audio for 6 bands (B=6). Wavelets (above)
are depicted in color to provide a reference to their spectralot (below). Plot

depicts amplitude as a function of temporal frequency with &s Nyquist.
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are di®erent in both appearance and in the manner in which theite frequency.
These di®erences may likely be due to a limit in the variety of étraining data,
however. Although hours of training data was used, only a liméd number of

environments were represented in the training data.

3.4.3 Sound textures

In this section, results are given for training data that is linited to a single
environment, or \sound texture". Figure 3.7 shows a set of mothmevavelet func-
tions adapted to separate scales for an ensemble of sounds takemfa river
environment. The river sounds contain only sounds of rushing drtrickling wa-
ter. Each wavelet function contains 256 sample points. Sep#&eafunctions were
learned for 4 di®erent scales, or resolutions of the pyramid. ledy are shown
from left (highest resolution scale) to right (lowest resolutiorscale). The learned
wavelets for these sounds appear remarkably scale invarianthi$ suggests the
intriguing notion that sounds made by rushing water are extremly similar across
scales, while other sounds are not. As an example, gure 3.8 shows tksulting
wavelet functions after adapting to only frog vocalizatios. For these sounds, only
a small number of functions are similar across scale. Also, the whatefunctions
are more localized in frequency and less localized in time aseomight expect

given the harmonic nature of the sounds.

To learn more about the statistics that were being captured byhe model,
synthetic sounds were generated from the learned wavelet faioos for the river
and frog \sound textures". To do this, the marginal statistics of he wavelet
coezxcients were measured after performing matching pursuit tobtain a pyramid

decomposition of each sound. Coezxcients were then sampled indapently from
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Figure 3.6. WaveletsA] adapted separate scales/levels. Results are for 6 bands
(B=6) and 4 levels (shown left to right in order of decreasing &quency). Wavelets
(above) are depicted in color to provide a reference to thespectral plot (below).

Plot depicts amplitude as a function of temporal frequency ith 1 as Nyquist.
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Figure 3.7. WaveletsA] adapted to river and stream sounds for 6 bands (B=6)and
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4 levels (shown left to right in order of decreasing resolutionWavelets (above)

are depicted in color to provide a reference to their spectralot (below). Plots

depicts amplitude as a function of temporal frequency with &s Nyquist.
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Figure 3.8. WaveletsA| adapted to a chorus of frog sounds for 6 bands (B=6)and

5 levels (shown left to right in order of decreasing resolution)Wavelets (above)
are depicted in color to provide a reference to their spectralot (below). Plots

depicts amplitude as a function of temporal frequency with As Nyquist.
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the measured histograms, and the resulting pyramids inverted tynthesize the

sounds.

For wavelets adapted to river sounds, the synthetic sounds aremarkably
similar to natural water. Although it is possible to discern di®eneces after hear-
ing both the real and synthetic versions, the synthetic water caeasily pass for
actual recordings. On the other hand, the synthetic frog soundse quite di®erent
from actual frog recordings. While there is some qualitative miilarity between
the synthetic and actual frog sounds, much of the temporal struate of the frog
calls are lost in the synthetic reconstructions. This is understaable, since the

statistics of the frog vocalizations are not as homogeneoustas water sounds.

3.5 Extending the model to EEG

In addition to natural sounds, we also consider a di®erent class @ %ignals
obtained by multi-electrode electroencephalogram (EEG)ecordings of human
brain activity. By applying the matching pursuit and sparse cothg methods to
EEG, we demonstrate that overcomplete dictionaries can bedmed for a wide
variety of signals having very di®erent types of features. In ddion, this method
has direct applications for neuroscience research which seeksolate the timing
of certain information processing events occurring in the b or to relate EEG

activity to events occurring in the real world.

The most signi cant drawback to using EEG for detecting brain agvity is
the large amount of \noise" in the signal caused by eld generatmevents which
are unrelated to the experiment at hand. ICA is commonly usedtidentify some
of these events, such as eye-blinks, in order to Tter them from theignal. ICA

models signals as a linear mixture of sparse and statistically iadendent source
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components and is applied to multi-electrode EEG in the fornof a singleN

by N \demixing" matrix W which is multiplied to the N dimensional vectors
X¢ obtained for N channels at each time samplé. Therefore, these ICA meth-
ods only capture some statistical dependencies occuring acrosannels, and not
across time, and are limited to descriptions which areritically sampled having
the same number of sources as channels. The sparse coding methatrieed
here not only captures these dependencies across channels, rhotels tempo-
ral dependencies present in the signals as well. Additionallihe overcomplete
framework provides °exibility for a more accurate descriptin of EEG features.
This may allow a much more accurate identi cation of event rated signals in
EEG. The goal, for now, is to assess the feasibility of this type aihalysis as a
proof of concept by adapting a wavelet basis to the EEG data f@r single subject.
This also serves to demonstrate a di®erent approach which may senseful in

adapting wavelets to other types of data.

3.5.1 Method

This study demonstrates how to apply sparse coding to multi-chael data,
as a collection of 1D signals related in time, by adapting a sef oulti-channel
mother wavelet functionsAy(t; c) which are shifted in time to generate the full
basis set. A multi-channel EEG signak(t; c), indexed by timet and channelc, is
modeled as a linear superposition of M basis functioagt; ¢) plus i.i.d. Gaussian
noise:

x(t;c) = * sp(t) @ Ay(t; ) + n(t; c) (3.19)
b

where the coezcientssy(t) are indexed here by their position {), and band ().

The symbol @ denotes convolution in time (not across channels). As it is not
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clear whether a multi-scale representation is appropriate f&cEG data, we have
chosen to modify the model from the previous section so that theabis functions
are generated by wavelet functions that are shifted in time, Ui are not rescaled.
Figure 3.9 depicts the model graphically. Here, each datambiand coezxcient is
shown as a dot. Each coezxcient in bandb is multiplied by the mother wavelet

A(t; c) which is placed into the image at the coe+cient's location.

For EEG, it seems unlikely that each of the feature vectors inhie data has a
negative counterpart. Because of this, we also apply a non-négay constraint
to the coexcients in the representation. This non-negativityconstraint can be
implemented with a trivial change to the matching pursuit algrithm, and makes
the model more general. The only change necessary is to seleceath iteration

the coexcient having maximal inner product with the residual,rather than the
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Figure 3.9. Diagram depicting the model for a multi-channedignalx(t; c) indexed
by time t and channelc. Each coezxcientsy(t) and datapoint x(t; ¢) is indicated
by a dot. To generate the signal, coexcients are multiplied by anulti-channel
mother wavelet function Ay(t; ¢) indicated by the shaded region, which is added

to the signal centered at the coezxcient's position.
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maximal absoluteinner product with the residual. That is, we simply ignore the

negative valued inner products.

3.5.2 Results

The model was adapted to 22 channel EEG data collected from angle sub-
ject. This data was taken from a study in which subjects viewedriages on a
computer screen and responded by pressing a button after each gegresenta-
tion as to whether a speci ed object was present in the image. 44%ther wavelet
functions were adapted to the EEG data using equation 3.17. Ela function is
of size 22x128. The functions were initialized to a compleyetandom state be-
fore training. The learned wavelet functions are shown in g 3.10. The rst
wavelet function is consistently used to describe EEG featuresused by eye-
blinks. Other functions may be correlated to speci ¢ events inhie experiment
protocol, or to general brain activity of the subject. Note tha many of the basis
functions have frequency components, and are clearly non dom. The next
step, not taken here, would be to reverse correlate the wavelebexcients with

events recorded in the protocal, such as button presses or imggesentations.

3.6 Discussion

Wavelets have become an increasingly popular tool for signabgessing appli-
cations. Overcomplete representations, in particular, such asvelet dictionaries,
are well suited for describing many types of natural signals, aké overcomplete-
ness allows for feature descriptors which are better matched features present

in the signal. We have shown how matching pursuit can be used as atceent
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Figure 3.10. Learned EEG mother wavelet functions. Each fution is 44x128
and depicted as a colormap (positive values are red, negativalues are blue,

green is 0)
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method for inferring sparse decompositions in an overcompletepresentation,
and how to adapt a wavelet model to 1D signals using matching pguit. By
adapting the wavelet functions to a given class of data, thedeure descriptors in

the dictionary will be better suited for describing the data.

We have shown the °exibility of this approach for modeling di®ent types
of data. Wavelet models were adapted for natural audio sigrslas well as for
multi-channel EEG recordings. This demonstrates one of the aantages of this
approach. The wavelets, and even the framework, can be custaeul to the data.
For instance, a multi-resolution analysis may not be suitable fall types of data.
For EEG, we adapted a convolution model, where wavelet furions were shifted
but not rescaled, to represent the signal. Many signals have migte channels,
such as stereo encoded audio or hyper-spectral data, with comeypldependencies
between the channels. It may be unclear in such a situation whaype of wavelet
would be appropriate, or how best to describe these cross chandependencies.
The approach taken here, adapting wavelet functions whichr@ multi-channel,
provides a way to model these dependencies without pre-assunkemwledge of

the structure present in the data.
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The matching pursuit algorithm used here is a faster implementian, with
complexity of O(log N ) for each iteration, than the standard matching pursuit al-
gorithm introduced by Mallat and Zhang [22] which has complaty of O(N logN)
per iteration. To achieve this computational exciency in a miti-resolution frame-
work, the resolutions, or levels, were optimized independewntl This simpli ca-
tion is not expected to greatly reduce the sparsity of the resuitg representation.
However, this assumption has not been rigorously tested. Additiafly, a more
detailed comparison between the solutions obtained using mhtng pursuit and
those obtained by other methods, such as simulated annealing wiGibbs sam-

pling, would be bene cial.

One topic for further research is to investigate stochastic vemis of the
matching pursuit algorithm. Matching pursuit is much more excent at locating
highly probable solution vectors, yet its deterministic behaer may not be ideal
for some applications. For example, to adapt all of the paramets of the model it
would be advantageous to sample from the posterior while avaig the inexcient
approach taken by a Gibbs sampler. It may also be possible to modthe match-
ing pursuit algorithm to take into account dependencies be®en coezxcients in

order to move beyond the linear generative models shown here.

It is hoped that the methods shown here will provide a starting pint for
adapting wavelet models to many types of signals. The fast maticly pursuit
algorithm is easily extendable to higher dimensions, and the ppaches taken
here may provide a template for other data models. Each class ddta presents
its own special challenges. Having tools which can adapt to thergtture of
the data can provide an important advantage when selecting éhbest descriptive

language to use for a given task.
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Chapter 4

Statistical Methods for

Information Hiding

This chapter demonstrates the application of statistical mods to a form of
information hiding known as steganography. Steganographgerived from the
Greek words for “covered writing', is the science of hiding farmation so that
it remains undetected except by its intended receiver. It inecessary when one
wishes to communicate privately without arousing the suspiciothat would be
caused by sending an encrypted message in plain view. The secrehicmnica-
tion is hidden inside a larger message, referred to as thever messagewhich
can be transmitted without arousing any suspicion. The resultingnessage con-
taining the hidden content is referred to as thestego messager steganogram
Here, we will assume any adversary igassive meaning that we are concerned
only whether an adversary can detect the presence of a hiddenssage by ob-
serving the stego message, and not whether he can disrupt commatiens by
modifying the transmission before it reaches the intended r@oént. Steganog-

raphy and cryptography are complementary, and are genenalused together to

84



achieve maximal security. While cryptography is used to conakthe meaning of

a message, the goal of steganography is to conceal the messagd.itsel

Many methods have been proposed for hiding messages in digitadia in-
cluding JPEG images, and MP3 audio les.[35, 26, 27, 36] Curremhethods
generally encode the messages in the least signi cant bits (LSBd)the cover
media coexcients. While LSB encoding is often not detectableybrisual inspec-
tion, it can alter the statistical properties of the coezcientsin easily detectable
ways.[36, 37] By altering the LSBs indiscriminately, the maigal statistics (his-
tograms) of the coezcient values will be changed in ways that nka stegano-
graphic tampering evident. By reducing the size of the messaglgese kinds of
statistical signatures can be reduced. However, one would obwsty prefer to
use a steganography method that is secure despite having a largpacity, where
capacity is de ned as the ratio between the size of the message ahd size of

the cover data in which it is hidden.[36]

Recently, some methods have been devised which o®er reasonaliy lta-
pacity steganography while attempting to preserve the margai statistics of the
cover coexcients. One such method for encoding messages inside GHEBages
is F5.[36] Rather than simply °ipping LSBs to encode the messagéd) F5 incre-
ments and decrements coezxcient values, among other tricks, inder to maintain
coezxcient histograms that appear unaltered. However, it has lea shown that F5
still changes the histograms of the coezcients in a detectableay By estimating
the original histograms of the coezcients from a cropped and +#PEG'd version
of the image, di®erences between the steganogram's histograansl the esti-
mated original histograms become evident.[17] Another metbathat preserves
marginal statistics more successfully is the OutGuess algorithfa7] OutGuess

reserves around half of the available coezxcients for the purpe of correcting the
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statistical deviations in the global coexcient histogram causelly changing LSBs
in the other half. For example, if a coexcient's value was mowkefrom histogram
bin A to bin B during the encoding process, another coexcient ha® be moved
from bin B to bin A to correct this change. While this is e®ectig at maintaining

the global histogram of the coexcients, it reduces the capacityy about half.

This raises the following questions: Is it possible to avoid detgan by attacks
that rely on marginal statistics of the coe+cients without sacricing half of the
message capacity? What is the maximum message size that can be afded
in a given cover medium without risking detection? How can we hieve this
maximum capacity? For answers, we turn to a new methodology baken sta-
tistical modeling and information theory. Section 2 presenta general framework
for performing steganography and steganalysis using a statisticmodel of the
cover media. To demonstrate the value of the model-based appoh, an example
steganography method is proposed for JPEG images in section atlachieves a
higher message capacity than previous methods while remaigisecure against
‘rst order statistical attacks. We also present a method for defendg against
\blockiness" attacks, which have been used to successfully breaketilOutguess
algorithm.[16] To illustrate how a model-based approach carelused for steganal-
ysis, section 4 describes a method for estimating the length of magss hidden

with the JPEG Jsteg steganography algorithm.
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4.1 General methodology

4.1.1 Compression and steganography

Before describing the details of the model-based approachijsthelpful to rst
discuss the relationship between compression and steganographiis relation-
ship has been previously discussed but it is useful to review it hed Suppose
we had a method for perfect compression of some cover media, sushnaages
taken from the real world. Thus, we could feed our compressor @om scenes
from our world and it would convert them to perfectly compressg truly random
bit sequences (containing no statistical regularities) for eadmage. This is only
possible if our compressor has access to a complete and perfect ehofithe sta-
tistical properties found in plausible cover images. Every statical redundancy,
every predictable quality, must be taken into account in ordeto accomplish this
task - edges, contours, surfaces, lighting, common objects, evée tikelihood of

“nding objects in certain locations.

We could, of course, place these compressed bit sequences in thesponding
decompressor to get back our original images. Suppose instead \ad the idea
to put our own random bit sequences into the decompressor. Out uld come
sensible images of the real world, sampled from the machine'sfeet statistical
model. Nothing would prevent us from also putting compressed arehcrypted
messages of our own choosing through the decompressor and obtgjrfor each
message an image that should arouse no suspicion whatsoever wereongend it
to someone. Assuming that our encryption method produces messatfest ap-
pear random without the proper key, and that our intended reeiver has the same

image compressor we do, we will have perfectly secure steganpgya Steganog-
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raphy is considered perfectly secure if there is no statisticai@erence between

the class of cover messages and the class of stego messages|[5].

Admittedly, this is unhelpful in that we do not know how to make such a
compression machine. However, let us now consider a di®erent ajgmh that
uses the same concept of decompression for practical steganogyapithout the
necessity of having a perfect model of the cover media. Assume istethat
we have a model that captures some, but not all, of the statistitaroperties
of the cover media. We can use a similar paradigm to provide stegmraphy
that is undetectable by all except those possessing a superior mbdkthe cover
media, or more speci cally, a model capturing statistical propées of the cover
media that are not captured by our model. This is accomplishely applying
this decompression paradigm with a parametric model to replaconly a least

signi cant portion of cover media that has been sampled from theeal world.

The security of this steganography system will depend on the aiy of the as-
sumed model to accurately represent the distribution over covenessages. Specif-
ically, such steganography will bé-secure against passive adversarjess de ned
by Cachin, wherez? is the relative entropy between the assumed model and the
true distribution over cover messages[5]. Thus, this model-basegproach pro-
vides a principled means for obtaining steganography that jgrovably secure in
the information theoretic sense, insofar as the model upon whid is based accu-
rately captures the statistical properties of the cover mediaAs long as it remains
possible that someone possesses a better model of the cover mediaaneot be
sure that such steganography is completely undetectable. Butwe consider a
steganographic algorithm to be reasonably secure if it is not @etable by a spe-
ci ¢ statistical model, we can start to make some de nitive statemes regarding

the maximum message length that can be securely hidden with thisodel and
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give a working strategy for obtaining this capacity. This appoach will hopefully
shift the emphasis which has up to now been placed on embeddingthrods to-
wards more principled steganography methods based on statistienodels. That
is, we can start asking how to best model our cover data rather thatnying to

anticipate speci ¢ attacks or invent clever ways to °ip least signcant bits. And

we can ask whether a steganographic method embeds messages aflyingiven
its assumed statistical model. This provides us with a unifyingrdamework with

which to view and improve steganography and steganalysis metie

4.1.2 Method

Let x denote an instance of a class of potential cover media, such a=l
compressed images transmitted via the internet. If we treat as an instance of
a random variable X, we can consider the probability distribution Py (x) over
transmissions of this class of media. Thus, if we transmit signalsawn from
Px , we can be assured that they are indistinguishable from similaransmissions
of the same class regardless of how many such signals we transmitnc&iPy
represents data taken from the real world, we can draw a valichstance from
Px using a digital recording device. Given such a sampl&, we separate it
into two distinct parts, Xe which remains unperturbed, andx- which will be
replaced with x2, our encoded message. For LSB encodings, represents the
most signi cant bits of the cover coexcients as well as any coezgies not selected
to send the message, ang- represents the least signi cant bits of the selected
coexcients. We can consider these parts as instances of two depemdrandom
variablesX g and X-. Using our model distribution Py , we can then estimate the
distribution over possible values foiX- conditioned on the current value forX :

Py ix X-jX® = Xg). Provided that we selectx? so as to obey this conditional
JA®
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distribution, the resulting x°= ( xe; x2) will be correctly distributed according to

our model Py .

Now, in truth, it would appear that we haven't gained anything from this
since we cannot modePy-jx, perfectly any more than we could perfectly model
Px . However, we have gained something quite important. If we malae careful
choice as to howX g and X- are separated, we can ensure that our changesxo
are dixcult or impossible to detect using the most sophisticated maa of Px on
the planet: the human perceptual system. For instance, if we gerate random
samples from current image models, the result at best looks likéf hoise or
texture. But while the human visual system is fantastic at modefig images, it
lacks a certain degree of precision. This lack of precision ih\a&a LSB encoding
methods exploit. However, even the simplest models, such as thokattcapture
the marginal statistics of X-, do not lack this precision, and thus can be used to

detect when LSBs are modi ed by some other distribution.

The solution proposed here is to use a parametric model Bf to estimate
Px-ixs, and then use this conditional distribution to selecix? so that it conveys
our intended message and is also distributed according to our @séite of Px - jx, .
We can accomplish this task using the decompression paradigm poasly dis-
cussed. Given a message M that is assumed to be compressed and enaypte
so that it appears random, decompress M according to the modelstitibution
Iﬁx,jx@) using an entropy decoder, whergg is part of an instancex drawn from
the true distribution Py via a digital recording device. While this cannot guar-
antee perfect security unless our model & is perfect, it prevents all attacks
except for those that use a better model d?x-jx, than ours. Unless an attacker
models statistical properties ofX that we do not, or models them more accu-

rately, our steganogramx® will contain the same measured statistical properties
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as others drawn from the true distributionPy .

Figure 4.1 illustrates the proposed model-based method for enting steganog-
raphy. First, an instancex of our class of cover mediX is separated intoxe and
X-. X@ is fed to our model estimate oPyx which is used to compute the condi-
tional probability distribution Px-jx,. The compressed and encrypted message
M is given to an entropy decoder which useBy-ix, to decompress M resulting
in a samplex? drawn from this distribution. The parts X and x® are then com-
bined to form the steganogranx®, distributed according to our modelPx which
is transmitted to our receiver. Figure 4.2 illustrates the métod used to recover
the original message. Our steganograx? is divided into X and x°. The X

portion is fed into the modelPyx which is again used to compute the condition

cover instance
X

{

Seganography Encoder

Xq Xp model Py
> belvaXa
Y
entropy |
X X <
a b© decoder
steganogam encrypted
X© messageM

Figure 4.1. Model-based steganography encoder: A coversuch as an image,
is split into two parts Xe (e.g. MSBs) andx- (e.g. LSBs). A parametric model
Py over possible instanceX is used to calculate the distribution over possible
X- instances givenxg. These probabilities are passed to an entropy decoder to
which decompresses the encrypted messade creating x2 which is combined

with X to create the steganogram.
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distribution Px-jx,. Thus, the same model is given to the entropy encoder that
was fed into the entropy decoder during the encoding stage. @lentropy de-
coder returns the encrypted message. Assuming we have a key, we daorypt
the message and verify its contents. If on the other hand, we dotrftave the key,
the encrypted message will appear random, which is the same résué would
get from decoding an instance oK that does not contain steganography. Note
that the encryption key does not necessarily need to be a privakey. If we use a
public key encryption method, we can just as easily obtain a miedd for public

key steganography as suggested by Andersenal.[3]

Seganography Decoder model Py
\
> Py ixa=a
entropy
X X > <
a b© encoder
)\
Y

steganogram encrypted
X© messageM

Figure 4.2. Model-based steganography decoder: A steganografis split into
parts Xe and x2. A parametric modelPy is used to calculate the same probability
distribution over possiblex- sequences that was used in the encoding process.
is then fed into the entropy encoder which uses these probabés to return the

original messageM .
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4.1.3 Capacity

Determining how large a message can be hidden inside a cover messeath-
out becoming detectable has been a long unanswered gquestidnvhat we mean
by detectable is detectable by any method, this question rerms unanswered
as we would need to modelPy perfectly to ensure total security. However, we
can estimate the average maximum message length that can be heddwithout
becoming detectable by our measured statistics & . If we consider thatX- is
being used as an information channel, we know from informatidheory that the
maximum amount of information on average that can be transmig¢d through

such a channel is equal to the entropy of the conditional distsution Iﬁxfjx@):

X
H(X-Xo=Xo) = i Px-jxe(X-jXe) 100, Px-jx (X-Xa) (4.1)

“
Using our model, this capacity limit can be measured for a givexs. We
can also see that our encoding method will be able to encode messagith this
length on average, since an entropy encoder is designed to agkithis limit. Note
that this limit is a function of X, and thus may vary depending on the content

of our particular cover instancex.

4.1.4 Implicit models used by current methods

With this framework, we can gain a deeper understanding of aant steganog-
raphy methods. For instance, we can view certain methods as f@ming optimal
model-based embedding using some implicitly assumed model ous tover me-
dia. Here we consider a class of generative models over cover ngessan which

cover instances are assumed to be generated by a set of coexcientsgad from
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some prior distribution and passed through an inverse transform (sh as the
blocked DCT basis). Methods which encode messages in the coeztie8Bs at
a rate of one bit per coexcient can be viewed as equivalent to eghmodel-based
approach if one uses a model in which the coezcients of the coveedia are
statistically independent and have least signi cant bits which g uniformly dis-
tributed. Thus, these methods assume a model histogram over theegwients in
which pairs of histogram bins have equal probability. In thissasex- represents
the LSBs of the coezxcients, and the entropy decoder will simplyopy bits of the
message into the LSBs of the coezxcients, equivalent to simple LSBikeedding.
Since this model is obviously incorrect, one can easily see ttatcoding at such
a rate must result in a signi cant change to the marginal statisticof the coex-
cients, and we can see that they are changed to appear more hk&b be drawn
from the assumed model. While methods such as OutGuess attemptdompen-
sate for this change by making compensatory changes to extraegmients, we
can see that this approach is not guaranteed to obtain maximuwapacity, and is
likely to reduce the capacity we could achieve if we incorpate the true marginal

distributions of the coezxcients into our model.

4.1.5 Steganalysis

We can also apply a model-based approach to the problem of steghsis.
The goal of steganalysis is to detect the presence of a hidden meggsaithin
a suspected stego object. Current steganalysis methods alreadpka use of
statistical tests. However, many current methods for steganalyst not employ
an explicit statistical model of the cover data. Rather, they fien measure a
single statistic that serves as an indicator that the cover messabas been altered.

Given a good statistical model of the cover data, one should belalto apply it to
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steganalysis as well. Provided that the model captures statistil properties of the
data that are not preserved by the steganography method used,ehikelihood of
the stego messages under the model will serve as an indicator tiay have been
altered. The accuracy with which stego and non-stego images ynae separated
will depend on the similarity between the distributions over stgo and non-stego

objects, limited by the statistical properties included in themodel.

In the case when there is a known separation betwe&n and xe for a target
steganography method we wish to attack, and we have a model wiican be con-
ditioned on xg, we can apply the framework described here directly by compuog
the negative log likelihood ofx- given xg under our model for a target instance
X: i log, Iﬁx,jx@)(x— = X-jX@ = X@), Which has an expected value equal to the
entropy H (X-jXe = Xe) (See eq. 4.1), our expected message length. Measuring
the negative log likelihood ofx- is equivalent to running the steganographic de-
coding process already described onand measuring the length of the resulting
\message". The value should be larger than the expected messagegth, which
can also be easily computed, to the degree that violates the statistics of our
model. Of course, this will only detect changes made by a stegamaphy method
that did not preserve statistical properties of the data that ae captured by our
model. It will be blind to optimally steganography embedded sing the same

model, or one more complete.

If we target a speci ¢ steganography method, we can go a step fuethby
modeling the steganographic changes made by that method. Rmoour model
Px, we may be able to generate a model of the stego objeétg, by altering
our the modelPyx to take into account changes introduced by the steganography

method. Determining which class a particular instance belongs in then amounts

Px (x)

to measuring thelog-likelihood ratia log P 00

and comparing this ratio with
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some threshold. This is known as hypothesis testing.[5] In someses, the hidden
message lengtim can be added as an additional parameter to the mod& jm
over stego objects. Thus, normal cover images are included as aspl case where

m = 0. The message lengthm may be estimated by maximizing the average log

likelihood:
h [
rh = arg max log Px ,jm (Xjm) (4.2)

An example of this approach is illustrated for detecting Jsteg sganography in

section 4.3.

4.2 Application to JPEG steganography

In order to demonstrate how the model-based methodology worls prac-
tice, we will now describe an example steganography system thatapplied to
compressed images stored in the Te format de ned by the Joint Phographic
Experts Group (JPEG). Although JPEG is undoubtedly not the best compres-
sion format available, it is chosen for this demonstration beaae of its abundant
use in email transmissions and on public internet sites. While theistussions
from this point on will be aimed speci cally at this JPEG implenentation, the
method used here can be easily applied to other Te formats. In thi°PEG com-
pression standard, images are broken into 8x8 blocks. Each pikébck is passed
through a 2-dimensional DCT (Discrete Cosine Transform) to praeste 64 DCT
coezxcients for each block. Compression is accomplished by quaimig these DCT
coezxcients and then encoding them using a Hu®man (or other entrgjpencoder.
The amount of compression is determined by the quantizer step simsed before

the entropy encoding, which is lossless.
The method described here is not intended to be secure againsy&mown at-
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tack, but rather is primarily intended to demonstrate the mehodology described
in the previous section. We will use a fairly simple model whichaptures only
the marginal statistics of the quantized DCT coez+cients. Our toal image model,
then, assumes that images are generated by statistically indemwkent DCT coef-
“cients. While this takes into account some correlations betvem image pixels,
it is still a very limited image model as it does not describe higer order depen-
dencies or even correlations across 8x8 blocks. It is expectiedt more complete
image models which take into account joint statistics of the DT coezxcients
would provide better steganographic security, and could alscebused to attack

this method.

An example of such an attack is described by Farid and Lyu,[14] whdetect
steganographic content by examining the marginal statisticsfovavelet coez-
cients. Since the wavelet basis is much better than the DCT basa describing
the structure found in images, this would describe certain depdencies present
between DCT coezxcients. Taking into account joint statistics wihle encoding a
message into DCT coezxcients appears dixcult, however, and so to sendegree
we are limited in our steganographic security by the image moldenposed by our
choice of cover media. If these methods were applied to a watetompression
format such as JPEG 2000 instead of JPEG, however, it would prigle resistance

to attacks which use marginal statistics of wavelet coezcients.

4.2.1 Model

As with many steganographic methods, we will modify the least sigoant
portions of the coezxcients to encode our hidden information.Our model will

consist of a parametric description of the marginal DCT coez+cidrdensities. Be-
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cause the DC coezxcients (which represent the mean luminance Wi a block)
are not well characterized by a parametric model, and becaus®di cations to
these coezxcients are more likely to result in perceptible bloakg artifacts, we will
use only the AC (Alternating Current) coezxcients during the enoding. Zero val-
ued coezcients are also skipped for the encoding, because thederobccur in
featureless areas of the image where changes are most likeBate visible arti-
facts. The remaining AC coezxcients are modeled using the follimg parametric

density function, which is a speci ¢ form of a Generalized Caughdistribution.

Pi

1. . .
e (ju=g +1)'° (4.3)

P(u)=

where u is the coezcient value andp > 1, s > 0. The more general form for
Generalized Cauchy distribution also raisgsi=g to an exponent. Here we assume

this inner exponent is 1. The corresponding cumulative dengifunction is
8

T 1j 3@+ jusg)tiPoif u, O
Other probability distributions, such as the generalized Laician distribution,[30]
have also been used to describe coezxcient histograms that are pedlat zero.
The distribution used here was chosen because it appeared to pdava better t
to the AC coezcient histograms, particularly in the tails of the distribution, and
also because there is a closed form solution for its cumulativend@y function.

This allows more precise tting of the distribution to coezcient histograms and

provides an excient means of computing the probabilities foeach histogram bin.

The rst step in the embedding algorithm is to compute low precisin his-
tograms (with bin size> 1) of each typeof AC coexcient for a cover imagex. We
will call the bin size of the low precision histogram the embedalj step size. Each

coexcient value is represented by a histogram bin index and a symlbwhich indi-
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cates its o®set within the bin. If the embedding step size is 2, fmstance, there
will be two possible o®sets within each nonzero bin. The zero bgrestricted to
a width of 1 because we are skipping zero valued coezcients. The lmdices for
all the coezxcients comprisexg, Which will remain unchanged, and the bin o®sets

will comprise x- which will be changed to encode our message.

For each image and each type of coe+cient, model parameterand p are t
to the low precision histograms we have computed. The distribigins are t to
only the most signi cant information in the coexcients because its critical that
both the encoder and the decoder compute the same estimated Ipabilities. The
steganography decoder cannot know the least signi cant portisrof the original
coezxcients as these may have been altered by the encoder. We tettimodel
parameterss and p to a histogram h of coexcients x by maximizing the log

likelihood for the coezxcients under the model:

p;$ arg max [logP (xjp;s)] (4.5)

#
Y
arg max log P(xijp;9) (4.6)
2 3
X z (i+3)¢ x )
arg rrg)asx4 h; log 0 P (ujp;s) dud (4.7)
, . S 1ye x

j JI§

where h; is the number of coexcients inx with values between | j %)(l: X and
(i + 3)ex.

During embedding, the coexcients are altered only within thdow precision
histogram bins (only the bin o®sets are changed) so that the sameiesttes for
p and s for each coezcient type may be obtained by the decoder. Figu#3
shows the histogram of the (2,2) DCT coezcients for a sample imageeasured

in log probability and the model density after being t to the histogram using

the maximum likelihood approach.
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Figure 4.3. Measured histogram (in log probability) of DCT co#cient (2,2) for
the goldhill image, and the model pdf with parameters = 18:28, p = 6:92.

4.2.2 Embedding method MB1

Once the model is t to the histograms for an image, it is used to cgpute
the probability of each possible o®set symbol for a coexcient givés bin index.
These o®set symbols, and their respective probabilities are passedat non-
adaptive arithmetic entropy decoder[10] along with the mesga we wish to embed
in the cover image. The o®set symbols returned by the entropy aeter comprise
x2 which are combined with the bin indices to compute the coezxcig values
of the steganogranx®. To avoid visual attacks caused by changing coezcients
only in part of the image, the order in which coezcients are usetbr encoding
the message is determined by computing a pseudo-random perntiga seeded
by a key. This technique is known as permutative straddling3p] If during the
process of embedding, we use all of the available coezxcients dyef we have

exhausted our message bits, we have exceeded our maximum messagghle
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for this image. In order to anticipate when this will happen,we can obtain
the average maximum message length by computing the entropy @fir symbol
frequencies. If the message is shorter than the maximum messageytenany
remaining symbols are assigned according to the original coegnt o®sets so
that these coezxcients remain unchanged. We will refer to thislgorithm as

MB1, which stands for Model-Based embedding.

A similar process is used to decode the message from the steganogeept
that the bin o®set symbolsx? in the steganogram are passed along with the
symbol probabilities to an arithmetic encoder. Assuming the mesga length is
encoded into the message, we can stop once the end of the messageaished.

The algorithms for embedding and retrieving the message arettoed below:

Outline of embedding algorithm MB1

1. Given a cover image in JPEG format, and an encrypted messaggenerate
low precision (bin size> 1) histograms of coezxcient values. This informa-

tion comprisesXeg.

2. Fit the p and s parameters of our parametric model to each histogram by

maximum likelihood.

3. Assign symbols to represent the o®set of each coexcient within itsspec-
tive histogram bin. These symbols comprisg-. Compute the probability

of each possible symbol for each coezxcient using the model cdf.

4. Choose a pseudo-random permutation to determine the ordegi of the

coezcients.

5. Pass the message, and the symbol probabilities computed in st&n the
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order speci ed by step 4 to a non-adaptive arithmetic decoder iorder
to obtain symbols specifying the new bin o®sets for each coezxcierithe

resulting symbols comprise?.

6. Compute the new coezcients from the histogram bin indicesx§) of the

symbol o®setsx?).

Outline of the decoding algorithm

1-4. Same as embedding algorithm steps 1-4.

5. Pass the symbols and symbol frequencies obtained in steps Ib4fhe non-

adaptive arithmetic encoder to obtain the original message.

Embedding step sizes

An embedding step size of 2 roughly corresponds to LSB encodingcgireach
nonzero AC coezcient can take on one of two new values. Larger ketding
step sizes will increase the message capacity (still without alteg the marginal
statistics) by sacri cing some image quality. During embedding,aecients will
be modi ed by a value of at most one less than the embedding step siZéhese
modi cations will result in artifacts with the appearance of PEG quantization
noise. If the cover media is not already highly quantized, a giiner step size can
be used before image quality becomes noticeably diminished hig provides a
convenient means of increasing message capacity. However, $raitting images

that are not very highly compressed may arouse suspicion in some aiions.
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Arithmetic encoding

The model-based approach described here requires an entromdec. We
modi ed a non-adaptive arithmetic encoding method publishedy Witten et
al.[38] to accept frequencies passed for each symbol rather thanrasting them
adaptively. For another example of non-adaptive entropy abng see [4], or refer

to [10, 38] for details on arithmetic encoding methods.

Embedding exciency

One way to demonstrate the e®ectiveness of the model-based applois to
calculate the embedding exciency. Embedding exciency is thevarage number of
message bits embedded per change to the coexcients .[36] It iagrally assumed
that the more changes that are made to the coezcients, the easien average
it will be to detect the steganography. Thus, we would like to nmimize the
number of these changes for a particular message length. In theodel-based
approach, the embedding exciency will be determined by the &opy of the
symbol distributions. Let us assume for now that we are using an endng step
size of 2, since that is most comparable to other steganographytimeds. We can
show that the embedding exciency of MB1 will always achieve am#edding

exciency greater than or equal to 2, regardless of the messagegtn

Let k represent the probability of one of the two o®set symbols for a giv
coezxcient. The average number of bits we will encode, or the &mdding rate, is
equal to the entropy of the channellH = j (klog, k + (1 j k)log,(1i k)). The
probability that the value of the coexcient will be changed byencoding a di®erent

symbol than the original one, the rate of change, Is(1j k)+(1 i k)k =2k(1j k).
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The expected embedding exciency is the ratio of these two rates,

i (klog,k+(1j k)log,(1i K))
2k(1; K)

E [efficiency ]= (4.8)

which is never smaller than 2 for & k < 1. This function is plotted for values of
k between 0 and 1 in “gure 4.4. Ik = 1, the embedding e+ciency will be exactly
2 because we will encode our message at a rate of 1 bit per coexciand will

be changing a coexcient from its original state half of the time Otherwise, the
embedding exciency will always be greater than 2 and will be thlargest (and

the capacity the smallest) when the symbol probabilities are fthest apart.

The F5 algorithm uses a technique known as matrix encoding td@in an
arbitrarily high embedding exciency by reducing the message pacity. However,
for its maximum message capacity which is around 13%, the emloiny e+ciency
is only 1:5.[36] The OutGuess algorithm, since it must change about two et-

cients on average for every other bit it embeds, has an embexglietciency close

4.5

w
o »
T
1

embedding efficiency
w

2.5 T

Figure 4.4. Exciency of MB1 plotted as a function ok, wherek is the probability
for a givenx- symbol. Exciency is always larger than 2 and is the largest when

the symbol probabilities are the furthest apart.

104



to 1. In practice, we found that OutGuess provided an embeddinezxciency of

about 0:96 and a maximum message capacity of about586.

4.2.3 Defending against blockiness attacks: Method MB2

Recently Fridrich et al. showed that JPEG steganography methods are vul-
nerable to attacks which measure \blockiness".[16] By using a site measure of
the discontinuities between adjacent 8x8 JPEG blocks, they siwved how to esti-
mate the number of coezcients that had been altered. They usedhe following

blockiness measure:

b(Myc 1)=8¢ W b(Ny¢1)=8c w1
B = 9 i Gewyl+ i%g i Ggal (4.9)
i=1  j=1 i=1 =1
whereg; are pixel values in arlMxN grayscale image andxc denotes the integer

part of x.

They found that blockinessB appears to increase linearly with the number
of DCT coezcients that have been changed. By comparing blociess measure-
ments before and after adding steganography to a suspected iraagnd using
similar measurements made to a cropped and recompressed versibthe same
image, a reasonable message length estimate can be obtained.sThethod was
used to successfully break the OutGuess algorithm,[16] but we falit to be just
as e®ective at attacking our method. This is not unexpectednsie the blockiness
measure represents a form of joint dependencies between ne@ing coezcients
that is not described by our model. This is a shortcoming of thelbocked DCT
basis used by JPEG, which uses hard edged functions to describeages, and
would not be an issue if applying the model-based approach to ethtypes of

carrier media.
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Ideally, our statistical model should be improved to capture lolckiness statis-
tics in addition to the marginal statistics of the coexcients. Ths may be possible
by means of a joint model which takes into account coexcient Uaes from neigh-
boring blocks. This is a problem we will explore in future reseeh. For now,
we present a less optimal but more direct approach of countegrthe blockiness
attack which we will refer to as MB2. For method MB2, a message eanbedded
in the same manner as MB1, but at least half of the coezxcients areserved for
the purpose of reducing blockiness artifacts. Coezcients not u$¢o encode the
message are then adjusted within the limits imposed by the embdadd step size
in order to reduce the blockiness to the amount present in the iginal image.
Note that this will signi cantly decrease the message capacity analso greatly
reduce the embedding exciency. To make this adjustment, we rstornpute a

change ¢g; to each image pixel that will decrease the blockiness measure:

¢gi =¢r; +¢g (4.10)
where g
% %(giﬂ;j i 9) if i =8hi=8c; 1<i< 8M
¢ri :g %(gii 10 G) if ij 1=8bi=8c; 1<i< 8M (4.12)
-0 otherwise
and
8
: Mg g) it ] =8b=8c 1<j< BN
¢q =§ Ygyi1i g5)  if ji 1=8b=8c 1<j< 8N (4.12)
-0 otherwise

This change to the pixels is then passed through the block DCT ansform
to compute an adjustment to the coezcients which were not used ding the
embedding process. The coezcients are only adjusted within thieiow preci-

sion histogram bins (limited by the embedding step size) so that éhparameter
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estimates and conditional probabilities computed during dmding will not be af-

fected. After calculating the blockiness that would result if his maximal adjust-

ment were applied to all non-message coexcients, we compute aelun estimate

of the number of coexcients that should be changed to achievedldesired block-

iness and change a random subset of the coexcients accordinghid procedure

is repeated a few times until the desired blockiness is obtadhe This proce-

dure was tested on several grayscale images. When the blockinetsack was

applied to the deblocked steganograms, the returned messagegkbnestimates

were always zero. The marginal statistics of the coexcients doohappear to

be signi cantly altered by the \deblocking" process. This was aormed by de-

coding the deblocked steganograms with random keys, which ueted messages

having lengths that remain close to the entropy limit expecte by the model.

Additional analysis is necessary in order to verify the securityfahis method,

but it is believed that MB2 is signi cantly harder to detect than all currently

published JPEG steganography methods including F5 and Outgse

File size| Message size Embedding
Image name (bytes) (bytes) Capacity E+ciency
barb 48,459 6,573 13.56% 2.06
boat 41,192 5,185 12.59% 2.03
bridge 55,698 7,022 12.61% 2.07
goldhill 48,169 6,607 13.72% 2.11
lena 37,678 4,707 12.49% 2.16
mandrill 78,316 10,902 13.92% 2.07

Table 4.1. Results from embedding maximal length messages withB1 into

several 512x512 grayscale JPEG images with an embedding ste ©iz2. Files

were compressed using a JPEG quality factor of 80 and optimized ®man tables.
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4.2.4 Results

Table 1 gives the results obtained from encoding maximal lethgmessages
in several grayscale test images using the proposed model-basedhotw MB1.
While we tested our method on grayscale images, nothing preverits application
to color images. The images were rst compressed to a JPEG qualitsctor of
80. This method does not double compress, which would leave atedtable
signature on the coezxcient histograms.[16] Instead the least sigoant bits of
the coezxcients are simply replaced, so the result steganogram mins the
same quantization tables as the original. The steganogram lezs, message
length and embedding exciency for an embedding step size of 2 ateown for
each image. Figure 4.5 shows the coezcient histograms of the D&bezxcient
(2,2) before and after di®erent steganography methods haveebeapplied to the
goldhill image. As can be seen, F5 (version 11+) greatly increaséhe number
of zeros while the model-based methods MB1 and MB2 retain theagie of the
original histogram. Note that they aren't expected to be idental to the original,
since we are sampling from a model to select our coexcient valueshelmaximum

allowable message length was used for each method during the panson.

4.3 Application to JPEG steganalysis

This section demonstrates an application of the model-based @pach for
the detection of Jsteg steganography for JPEG images, a methodoposed by
Derek Upham.[35] Jsteg embeds messages in the least signi cant lwfsDCT
coexcients, skipping coexcients with values of O or 1. In this seidn, we focus

on estimating the hidden message lengtin. We will consider only the case where
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the DCT coezcients are selected for embedding in a random sequen Attacks

for Jsteg have been previously described in the literature.[339] We approach

the problem here not for the sake of improving upon those resultsut rather in

order to describe a model-based approach to steganalysis. Thigpegach may be

of more general importance for detecting other types of stegagraphy, or may be

improved by using a better statistical model. Here, we apply the sae model used

in the previous section for steganographic embedding, but ndar the purpose of

detecting Jsteg steganography and estimating the hidden messdgegth. Note

that this method cannot be used to detect the steganographic rid described

in the last section without using an improved model, since the statics captured

by this model are preserved by the model-based steganographytioes.
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Figure 4.5. Histogram of DCT coezcient (2,2) for goldhill image and after

embedding with F5 (4984 bytes), MB1 (6544 bytes) and MB2 (3250/tes).
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4.3.1 Method

We t the two parameter form of the Generalized Cauchy distribtion to
the histogram of the AC coezcients in the JPEG DCT coezcients (eg4.3).
We make two changes to the model, however. First we apply the mhe to the
global coezcient histogram which includes all AC coezxcient typs rather than
the individual histograms. Secondly, we model stego images bygmenting the
model with a parameter which is equal to the relative number of modi ed
coezcients not equal to 0 or 1. We know 0 - :5, since at most only half
of the coezxcients will be changed by Jsteg in order to embed a maxal length
message. From, and the coezxcient histogram of the stego image, an estimate

of the hidden message length may be easily computed.

Let q(j jp;s) denote the model probability for an AC DCT coezxcient (after
guantization) with absolute value equal toj in the original JPEG image before

Jsteg was applied, which can be computed from equations 4.3daf.4:

1
INIT
o
~
c
-
NG2
Q.
c

aiip:9) (4.13)

(4.14)

where p; s are model parameters which will be 't to the global coezxcient -

togram for each image.

Jsteg sets the least signi cant bit of each coezxcient to be equal thé next
bit of the message to be embedded. If the coexcientis a0 or a 1, tb@e+cient is
skipped and embedding resumes with the next available coexcterin general, a
coexcient with value j 2 f 0; 1g may be changed to a valug¢ = j j 2(j mod 2)+1,

depending on the next message bit to encode.
Let &jjp;s; ) denote the model probabilty for a coexcient with absolute
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value equal toj after Jsteg is applied:
8
2 oiip;9) if j 210;1g

2 @i Daiip 9+ aip  otherwise

&ijip;s; )= (4.15)
Given a histogramh for a suspected stego image, whelng denotes the number
of occurrences of an AC DCT coezcient with value equal t¢ in the suspected
stego image, model parameters estimatesé*and ™ are chosen to maximize the
log likelihood for the measured histogram under our Jsteg modelAssuming

independence for the coezxcients,

A

;8" = argmax([logP(hjp;s; )] (4.16)
s 3
X
= argmax4  h; logefjjp;s; )° (4.17)
pss;

i
A local maximum for this objective may be obtained using a staradd optimiza-
tion procedure. In the following tests, the downhill simplex miaod of Nelder and
Mead was used.[23] While this method is not guaranteed to pride the global

optimum, this did not appear to be a problem in our tests.

An estimate m for the hidden message length may be computed fromas:
m=27"N i hyi h (4.18)

whereN is the total number of AC coezcients available to Jsteg andh, and h;
represent the number of AC coezcients with values of 0 and 1, resgtively. This
assumes that the message has been compressed or encrypted befobedatimg

with Jsteg so that message bits are distributed uniformly betwee®d and 1.

While this procedure produced results with similar accuracyotthose of Zhang

and Ping[39], we found there to be a signi cant amount of variality from one
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image to the next in the ™ obtained for an image before steganography was
added. When di®erent message lengths were added to the same imhageever,
the resulting ™ estimates varied as a linear function of the true with very little
additional variability. Thus, it seemed bene cial to add an addional calibration
step. Using a technique described by Fridriclet. al for estimating the statistics
of the pre-stego image[16, 17], stego images were cropped byixelp in each
dimension and recompressed with the same JPEG quality factor. Ugirthe
original stego image, the recompressed stego image, and an imggeerated by
re-embedding the stego image with Jsteg, three estimates were obtained as

follows:

1 Estimate for the stego image using the maximum likelihood procedure

described above. Call this estimate
2 Estimate after cropping and recompressing. Call this estimate;.

3 Re-embed the stego image with a maximum length Jsteg message.irgate

~ for this image, and call the estimate ».

4 Compute the calibrated estimate” = ( i 1)=(2i 1)

4.3.2 Results

Steps 1-4 outlined above were tested on a database of 22 grays&il2x512
JPEG images with a quality factor of 80. For each image, Jstegas applied with
the relative number of coexcient modi cations selected at random between 0
and :5. Each image was independently tested 20 times, with a randormuée
value selected each time, for a total of 440 stego images. Tabl8 4hows the

proportion of images for which the error in the message lengtlstemation is less
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than speci ¢ tolerance values for all of the stego images testedlhe actual and
estimated message lengths and relative number of coexcients njgad for some
of the stego images are shown in Table 4.2. Calibration steps Isére used for

these results.

— A

Filename m M
alex 0.328] 0.336| 27234| 27551
bear 0.046| 0.052| 4148| 4597

butter®ies | 0.451| 0.464| 38776| 39715
cactus 0.183| 0.201| 12112| 13257
cedars 0.249| 0.245| 31324| 30651

chilis 0.482| 0.488| 53628| 54137
corn 0.194| 0.190| 18844| 18305
COWS 0.115| 0.117| 7248| 7199
elephant | 0.235| 0.232| 28178| 27756
sh 0.113| 0.114| 9406| 9247

cowers 0.343| 0.342| 40156| 40124
cowers2 | 0.297] 0.295| 27202| 27201
house 0.070| 0.077| 11640| 12559
lava 0.307| 0.310| 49476| 50215
leaning 0.309| 0.303| 37962| 37214
maples 0.470| 0.473| 62846| 63082
muir 0.032| 0.033| 4482| 4598
pond 0.432| 0.423| 37384| 37119
shells 0.257| 0.255| 29334| 29015
sitting 0.136| 0.142| 21162| 21880
squash 0.095| 0.088| 7380| 6845
visby 0.329| 0.331| 41160| 41426

Table 4.2. Results for 22 of the 440 tested stego images. Shown #re rela-
tive number of modi cations , the corresponding message length, and their

estimated values:™ and .

Figure 4.7 plots the estimated” parameter against the actual parameter
for all stego images as a scatter plot for estimations obtainedittv and without
calibrating using the recompressed and reembedded images. Whercalibration

was used, more accurate results were obtained using only a subdethe coex-
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cient types having a mean coezcient value greater tharil. This improved the
baseline estimate for each image, but increased the variabjliof the estimates
within each image. When calibrating using steps 1-4, best ressiltvere obtained
using all of the AC coezxcient types. Figure 4.6 shows the histograof the errors
~; 7 of all stego images when using calibration. The variance of tgrors was

5.934e-005 (stdev =0077).
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Figure 4.6. Histogram of estimation errors i ™ (using calibration).

4.4 Discussion

We have presented a new model-based approach to steganographyctvuses
a parametric model of the cover messages in order to embed maximlength
messages while avoiding detection by a given set of statistics. $hmethodology

provides a uni ed framework for understanding current stegamwaphy methods
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Tol | % of capacity | % of images
.020 4.0% 99.6%
.018 3.6% 98.0%
.016 3.2% 96.4%
.014 2.8% 94.1%
.012 2.4% 88.4%
.010 2.0% 80.5%

Table 4.3. Percent of images with message length estimation@s — ; < Tol,
for Tol = .02, .018, .016, .014, .012, and .010. Equivalent pentage of total

hiding capacity is also shown.

and may also be applied to steganalysis. We have demonstrated hawapply
the model-based methodology to JPEG images using a model whichptures
marginal statistics of the DCT coez+cients. The resulting steganagphy method
MB1 achieves higher embedding exciency than current methodshile maxi-
mizing message capacity, and is resistant to rst order statisticalti@cks. For
example, MB1 can embed twice as long a message as OutGuess wiidaging
fewer coezcients, and unlike OutGuess maintains not only globaoezxcient his-
tograms but individual coezxcient histograms as well. Recenj] it was shown that
steganography methods which use JPEG as a cover media are subfeattack
because they predictably increase the amount of \blockiness"tdacts as a func-
tion of the number of coexcients that are changed to encode thmessage.[16] We
described a method called MB2 for \deblocking” stego images wh successfully
defeats this attack. A model-based approach was also describetd evaluated
for estimating the hidden message length for JPEG stego imageshkedded with
Jsteg. This method demonstrates an approach for using a paramietmodel of

cover objects for steganalysis.
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Chapter 5

Conclusions

This dissertation discussed methods for adapting statistical moldeto images,
sounds and other types of signals and how such statistical modelayrbe applied
to various applications. In this chapter, we summarize the wérpresented and

discuss its implications for future work.

5.1 Summary

We presented methods for adapting overcomplete wavelet r@sentations to
natural signals by incorporating the wavelet basis into a genative statistical
model with a sparse prior over the wavelet coexcients. First, we neidered a
mixture prior over the coexcients consisting of a Gaussian and a li& function,
in order to model the coezxcients for representations which areighly overcom-
plete. The wavelet basis functions are parameterized by a sét\mother wavelet"
functions. These functions are adapted to maximize the averadog-likelihood
of the model for a large database of natural images. When adagt¢o natu-

ral images, these functions become selective to di®erent spatisentations, and
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they achieve a superior degree of sparsity on natural images asnpared with
traditional wavelet bases. The learned basis is similar to the &rable Pyramid
basis, and yields slightly higher SNR for the same number of actie®ezcients.
To infer the coexcients in such a representation, a Gibbs sampleras presented.
The Gibbs sampler provides a means of sampling from the posterdistribution,

or to obtain a MAP estimate by simulated annealing. A denoising mikod was
demonstrated by averaging a number of samples drawn from the ggerior, and

the results compare favorably with wavelet coring methods faenoising.

In chapter 3, the statistical modeling approach was applied t&-D signals in-
cluding natural sounds and electroencephalograph (EEG) reclings. The meth-
ods presented demonstrate how to apply statistical learning mabds for adapting
overcomplete representations to 1-D signals, including sigsalvhich have multi-
ple channels and signals which are not well suited to a multi-dearepresentation.
In doing so, we demonstrate that the ideas presented here are &pable to a wide
variety of data. In particular, the ability to adapt a model in an unsupervised
fashion in the form of an overcomplete dictionary of featureectors, is ideal for
situations in which the structure of the data is not known in adance. We also
described a faster approach for performing inference using aegdy algorithm
known as matching pursuit. Our implementation runs inO(N logN) time for
the entire decomposition for a signal of lengtiN, compared to theO(N2logN )

complexity of previous implementations.

In chapter 4, we discussed how to apply statistical modeling ap@ohes for
hiding and detecting the presence of hidden information in ndea. Methods
were presented for performing steganography and steganalysssng a statistical
model. Steganography is the science of hiding information such a way that

it cannot be detected without a cryptographic "key". Stegaalysis is the art of

118



detecting hidden messages. The model-based approach we presept®vides
a means for obtaining steganography that is provably secure the information
theoretic sense, insofar as the statistical model upon which it imsed accurately
captures the statistical properties of the cover message. Usingetimodel-based
methodology, an example steganography method was proposedJBEG images
which achieves a higher embedding e+ciency and message capattiain previous
methods, while remaining secure against rst order statistical aticks. Some
general methods for applying statistical models to steganalgsivere discussed
and a method was demonstrated for detecting Jsteg steganogrgpim JPEG

images with a statistical model.

5.2 Implications for future work

There are a number of directions in which this work can be expded. First,
the models demonstrated here fall into the class of linear geave models. It
is clear that natural signals are not generated by linear presses. While linear
models provide a rst step for exploring statistical inference ntkods, improved
models are needed to accurately describe the statistical deplencies of the data.
Describing these dependencies presents an ongoing challeogduture work. A
major ditculty with generative models is inferring the representation from the
data. The Gibbs sampling method presented in this dissertationrpvides a means
of sampling from the posterior distribution for highly overcorplete representa-
tions, which is necessary for properly adapting all of the paragters of the model
without special renormalization methods. However, Gibbs sampg is not prac-
tical for many applications due to its computational complgity. The manner in

which the solution space is explored is highly inexcient and isften susceptible to
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local minima. These problems were more signi cant when apphgrthe learning
method to natural sounds. The matching pursuit algorithm, proides a much
more excient way to explore the solution space. However, due tcsigreedy na-
ture, it may also be unsuitable in some situations. We demonstratetiat it can

be used to adapt basis functions within the sparse coding framenkpyet biases
in the posterior estimates make it dizcult to adapt all of the pamameters of the
model. One area of future research is to consider a form of maitofp pursuit

which is stochastic. That is, rather than seeking the \best" featte vector to
update at each step, a feature vector could be chosen from an appriate dis-
tribution resulting in an improved markov sampler which exploes the solution

space more e®ectively than the standard Gibbs sampler.

This work has implications for future research in models of maral scenes
and other types of signals. The learned basis functions revealafures which
are localized in position and spatial frequency, and are spafiaoriented. The
learned functions appear similar to those of the Steerable @mid, yet there were
di®erences shown. When certain constraints were released, ité@e evident that
the learned functions tend to span more than one octave in bawitlith, and have
a amplitude spectrums that are similar to the ¥f spectrum of natural images.
One avenue of investigation is to modify the Steerable pyradhbasis in a way that
mimics the learned functions in order to see how this may coribute to improved
coding exciency of the representation. Also, by releasing addithal constraints
the tiling properties of the learned basis functions can shedare light on the

statistics of natural images.

The preliminary work shown for EEG data indicate that there ae many
statistical dependencies across time as well as channels thabhde captured with

a linear generative model. Future work is needed in order toetermine which

120



of these dependencies are limited to events related to the epnental protocol
used to collect the data, and which are due to general brain agty. Also, it
would be interesting to determine how well the learned featas generalize to
multiple subjects. The shiftable functions learned for EEG pigent an interesting
challenge to identify the components and correlate them witreal-world events.
This type of analysis may provide a tool which is useful for fute neuroscience
research in order to better understand some of the underlying rieanisms of the
brain. The method shown here may also be used to denoise EEG signalsio

ore accurately remove unwanted artifacts such as eye-blinks.

Finally, the work presented for steganography and steganalydias signi cant
implications for the eld of information hiding. In order to hide information
in such a way that it cannot be detected by statistical tests, it is acessary
to rst model those statistics and then to properly match the statisics while
embedding the message. The method presented here allows thisb® done
to maximum capacity, while perfectly preserving a measured seff statistics.
There are some limitations, however. While the general presgtion is clear,
the entropy encoding method demonstrated here works only foepresentations
in which the components are assumed to be independent. More Wwos needed
to show how this may be accomplished when the components beingdned
have known inter-dependencies. One problem in applying adwsed statistical
models to the problem of information hiding, is that one is mited to some
degree by the compression format used to transmit the data. For a&xple, for
JPEG images one is limited by the quantization performed inile DCT domain.
If one wishes to apply a better image model than the DCT transfan implicitly
provides, one must consider the e®ects of the DCT quantization igh will may

destroy any information hidden in another domain. Another ara for future work
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is to investigate other methods for applying statistical modslto detecting hidden
information. For example, it may be possible to use advanced sistical models,
and inference methods, to steganalysis by attempting to infehé original image
through a \denoising" process, thus treating the hidden contdnas a form of
noise. This is a slightly di®erent approach than the statistical ethods discussed

in chapter 4 for steganalysis.

Dealing with real-world data is a dixcult problem. While wavdets are a
useful tool for representing such data, we have only begun to stafathe surface
of describing the complex statistical dependencies that exigt images, sounds
and other real-world signals. We know that it is possible to infethe causes of
these signals, because our brains serve as working examples. Undadihg how
this process works, however, is a dixcult challenge. Statistitanodels provide
a framework for addressing this problem, and we can gain valualnsight from
considering the problem in terms of statistical inference. Newference methods
and new types of statistical models will need to be developedt i$ hoped that
the work done here will provide a starting point for developig improved models

of natural signals and new inference methods for use with thesedels.
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